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http://124.239.186.82:38008/ShiJiazhuangSHJ/index.html
http://124.239.186.82:38008/ShiJiaZzhuangSHJ/admin/user/login.do
http://124.239.186.82:38008/ShiJiaZhuangSHJ/admin/user/getUserInfo.d
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o
http://124.239.186.82:38008/ShiJiazhuangSHJ/RefType/getControlLevelE
num.do

http://lc.guo.101:33900/geoserver/ShiJiazhuang-SHJ/ows?
service=WFS&request=GetCapabilities&version=2.0.0
http://124.239.186.82:38008/ShiJiazhuangSHJ/mappage/MarineWater/getH
YSMaxRQ.do
http://124.239.186.82:38008/ShiJiazhuangSHJI/RefType/getJCYZList.do
http://124.239.186.82:38008/ShiJiaZzhuangSHJ/mappage/SurfaceWaterSect
ion/getDBSGCDGS.do
http://124.239.186.82:38008/ShiJiazhuangSHJ/mappage/DrinkWater/getYY
SGCDGS.do
http://124.239.186.82:38008/ShiJiazhuangSHJ/mappage/MarineWater/getH
YSGCDGS.do
http://124.239.186.82:38008/ShiJiazhuangSHJ/mappage/MarineWater/getH
YSMaxRQ.do
http://124.239.186.82:38008/ShiJiaZzhuangSHJ/mappage/MarineWater/getH
YSSHJZLZTQK.do
http://124.239.186.82:38008/ShiJiaZhuangSHJ/mappage/MarineWater/getH
YSSZBHFX.do
http://124.239.186.82:38008/ShiJiazhuangSHJ/mappage/MarineWater/getH
YSDYCBYZList.do
http://124.239.186.82:38008/ShiJiaZzhuangSHJ/mappage/SurfaceWaterSect
ion/getDBSDMDSJIXZXQSZZS . do
http://124.239.186.82:38008/ShiJiaZhuangSHJ/mappage/SurfaceWaterSect
ion/getDBSDMGDSSZZBFX.do
http://lc.guo.101:33900/geoserver/ShiJiazhuang-SHJ/ows?
service=WFS&request=GetCapabilities&version=2.0.0
http://124.239.186.82:38008/ShiJiazhuangSHJ/mappage/MarineWater/getH
YSGisList.do

http://lc.guo.101:33900/geoserver/ShiJiazhuang-SHJ/wfs?
service=WFS&request=DescribeFeatureType&version=2.0.0&typeName=ShiJi
aZhuang—SHJ:%%E%&namespace=xmlns(ShiJiaZhuang—
SHJ=cn.com.greentran.sjz.shj)
http://124.239.186.82:38008/ShiJiazhuangSHJ/mappage/MarineWater/getH
YSWRWNDLSBH.do
http://lc.guo.101:33900/geoserver/ShiJiaZhuang-SHJ/wfs?
service=WFS&request=DescribeFeatureType&version=2.0.0&typeName=ShiJi
azhuang-SHJ: X B )2 ¢namespace=xmlns (ShiJiaZhuang-
SHJ=cn.com.greentran.sjz.shj)
http://lc.guo.101:33900/geoserver/ShiJiazhuang-SHJ/wfs
http://lc.guo.101:33900/geoserver/ShiJiaZhuang-SHJ/wfs
http://lc.guo.101:33900/geoserver/ShiJiaZhuang-SHJ/wfs
http://lc.guo.101:33900/geoserver/ShiJiaZhuang-SHJ/wfs
http://124.239.186.82:38008/ShiJiaZzhuangSHJ/mappage/MarineWater/getH
YSMaxRQ.do

http://lc.guo.101:33900/geoserver/ShidJiazhuang-SHJ/ows?
service=WFS&request=GetCapabilities&version=2.0.0
http://124.239.186.82:38008/ShiJiaZzhuangSHJ/RefType/getJCYZList.do
http://lc.guo.101:33900/geoserver/ShiJiaZhuang-SHJ/ows?
service=WFS&request=GetCapabilities&version=2.0.0
http://124.239.186.82:38008/ShiJiaZzhuangSHJ/RefType/getControllevelk
num.do
http://124.239.186.82:38008/ShiJiaZhuangSHJ/specialanalysis/DBSDMZTF
X/getDBSDMSZLBTJFX.do
http://124.239.186.82:38008/ShiJiazhuangSHJ/specialanalysis/DBSDMZTE
X/getDBSDMSHJZLZBFX.do
http://124.239.186.82:38008/ShiJiazhuangSHJ/specialanalysis/DBSDMZTE
X/getDBSDMWDBEX . do
http://124.239.186.82:38008/ShiJiaZhuangSHJ/gisvisualization/MarineW
ater/getHYSList.do
http://lc.guo.101:33900/geoserver/ShiJiazhuang-SHJ/wfs?
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service=WFS&request=DescribeFeatureType&version=2.0.0&typeName=ShiJi
azhuang-SHJ: fEfiisnamespace=xmlns (ShiJiaZhuang-
SHJ=cn.com.greentran.sjz.shj)
http://lc.guo.101:33900/geoserver/ShiJiazhuang-SHJ/wfs?
service=WFS&request=DescribeFeatureType&version=2.0.0&typeName=ShiJi
azhuang-SHJ: X B2 ¢namespace=xmlns (ShiJiaZhuang-
SHJ=cn.com.greentran.sjz.shj)
http://lc.guo.101:33900/geoserver/ShiJiaZhuang-SHJ/wfs
http://lc.guo.101:33900/geoserver/ShiJiaZhuang-SHJ/wfs
http://124.239.186.82:38008/ShiJiaZzhuangSHJ/datamanage/RiverOutlet/g
etMonthDeclarationList.do
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http://projects.webappsec.org/Information-Leakage
http://projects.webappsec.org/Content-Spoofing
http://projects.webappsec.org/Cross-Site-Request-Forgery
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CVSS 7+#i: 64

URL: http://124.239.186.82:38008/ShiJiaZhuangSHJ/admin/user/login.do

Ik login.do (Page)

PR - Al RES B IR % 1 2> 1 A cookie, EATRTRER THEMTAVEM 7, ANTAE B2 Be g LLZ M - S 2
BT PR LA AT S

J5EHA - S AR A R G T VA A 7 4

B 5 A = Ik ‘Referer”k il , JExEEAMRAZ MR £ one-time-nonce

E5: b NLLTA B TR nttp://124.239.186.82:38008/ShiJiazhuangSHJ/ index . html @ &8s

http://bogus.referer.ibm.com

Pl CMGERRZE:  heep://124.239.186.82:38008

HEEE: MRS RALFF R AR, AR B 5 5 g B 52 A1 R, 10 )5 3 P8 s 5l a0 1 R pid 244k
T, REHA A BB ‘Referer'sk.
T 5 =R A =

POST /ShiJiaZhuangSHJ/admin/user/login.do HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/53.0.2785.116 Safari/537.36

Referer: http://bogus.referer.ibm.com

Connection: keep-alive

Host: 124.239.186.82:38008

Content-Length: 447

Accept: application/json, text/plain, */*

Accept-Language: en-US,en;g=0.8

Content-Type: application/x-www-form-urlencoded

username=04a6d30baa7ff66aela2b316b2e8114c069cd096026ad64a8d2a475e9395f023cfc55fdfb466e5590c7f60aa
6bf9al3c8c0£fc4583eab63ecld25275d£0207£d69d1e51798204dd07a018758c1bc45e21650703a50dc070ec74576be2c
b240a2a049bcd50014&password=047b2ba03eebdef785c9585ff2cc0b853e6c4e2812a9504£1839a73855e2e90e3d7417
ac92d2b7d62723a453¢c9786b805fb8e4bf£5e9375320dc50537£7bcb00730202005b522cea39¢c343b8a83d033533bac05
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http://124.239.186.82:38008/ShiJiaZhuangSHJ/admin/user/login.do

a4f£992af1418f6c219%ecca%af3dd51c74568£fcel635904c97de801dd3el

HTTP/1.1 200

Set-Cookie: JSESSIONID=33A64C4F9A8F89B3EDCICCISA3FBIC2E; Path=/ShiJiaZhuangSHJ; HttpOnly
X-Content-Type-Options: nosniff

Expires: 0

X-XSS-Protection: 1; mode=block

Connection: keep-alive

Vary: Origin

Vary: Access-Control-Request-Method

Vary: Access-Control-Request-Headers

Keep-Alive: timeout=20

Date: Fri, 18 Nov 2022 14:18:22 GMT

Content-Type: application/json;charset=UTF-8

Pragma: no-cache

Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Transfer-Encoding: chunked

{

"status": 0,

"msg": " GBI,
"data": {
"status": O,
"msg": " BRI,
"data": {
"token":

"eyJhbGciOiJIUzIINiJ9.eyJqdGkiOiJINjgwNTVINSO2MGFjLTRIMGUtYTMzMCImMGY3NGYXN2VhYzMiLCJzdWIi0iJsYyI
sImlhdCI6MTY20Dc4AMTEWMywiZXhwIjoxNjY4NzgyOTAzfQ.Zgasxq3v1lcdlA1XQI9WxG2962RFOfcBHmawYo2pW10Hs",

"userId": "lc",

"userName": " RGEHRA",
"userTypeId": 101,

"userTypeName": " RGEHRA",
"districtCode": "",
"departmentCode": "",

"department": null,

"email": null,

"mobile": "13223455676",

"tel": null,

"passwordQuestion": "123",

"passwordAnswer": "123",

"createUser": "admin",

"createDate": "2019-06-28T07:11:16.000+00:00",

"lastLoginIP": "106.113.13.156",

"lastLoginDate": "2022-11-18T14:18:23.000+00:00",

"rights": "[{\"name\":\"complex\",\"id\":1,\"status\":\"check\"},
\"name\":\"surfaceWater\",\"id\":2,\"status\":\"check\"},
\"name\":\"dataImport\",\"id\":21,\"status\":\"check\"},
\"name\":\"dbTemplateExport\",\"id\":211,\"status\":\"check\"},

\"name\" :\"dbImport\",\"id\":212, \"status\":\"check\"},
\"name\":\"dImportReview\",\"id\":213,\"status\":\"check\"},
\"name\":\"dReviseApply\",\"id\":214,\"status\":\"check\"},
{\"name\":\"dReviewNoPass\", \"id\":215, \"status\":\"check\"},
{\"name\":\"dataAudit\",\"id\":22,\"status\":\"check\"},
{\"name\":\"dAudit\",\"id\":221,\"status\":\"check\"},
{\"name\":\"cityReportStatistics\",\"id\":222, \"status\":\"check\"},
{\"name\":\"dAuditEdit\",\"id\":223,\"status\":\"check\"},
{\"name\":\"auditLog\",\"id\":224,\"status\":\"check\"},
{
{

\"name\":\"dataSearch\",\"id\":23,\"status\":\"check\"},
\"name\":\"dSearch\",\"id\":231,\"status\":\"check\"},
{\"name\":\"dMessage\", \"1id\":232,\"status\":\"check\"},
{\"name\":\"baseInfo\",\"id\":24,\"status\":\"check\"},
{\"name\":\"bSection\",\"1id\":241, \"status\":\"check\"},
{\"name\":\"bTarget\",\"id\":242,\"status\":\"check\"},
{\"name\":\"bfactor\",\"1id\":243,\"status\":\"check\"},
{\"name\" :\"bGroup\", \"id\":244,\"status\":\"check\"},
{\"name\":\"bStandard\",\"id\":245,\"status\":\"check\"},
{\"name\":\"bRiver\",\"id\":247, \"status\":\"check\"},
{\"name\":\"bEcological\",\"id\":249, \"status\":\"check\"},
{\"name\":\"bWaterCategory\",\"id\":2410, \"status\":\"check\"},
{\"name\":\"report\",\"id\":25,\"status\":\"check\"},
\"name\":\"WaterCondition\",\"id\":251,\"status\":\"check\"},
\"name\" :\"monthReport\",\"id\":252, \"status\":\"check\"},
\"name\":\"standardReport\",\"id\":253, \"status\":\"check\"},
\"name\":\"assessReport\",\"id\":254,\"status\":\"check\"},
{\"name\":\"cityRankReport\",\"id\":255, \"status\":\"check\"},
{\"name\":\"appearReport\",\"id\":256, \"status\":\"check\"},
{\"name\":\"consultationReport\",\"1id\":257, \"status\":\"check\"},
{\"name\":\"bydReport\",\"id\":258, \"status\":\"check\"},

{
{
{
{

11/18/2022
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{\"name\":
{\"name\":
{\"name\":
{\"name\":
{\"name\":
{\"name\":
\"name\":
\"name\":
\"name\":
\"name\":
{\"name\":
{\"name\":
{\"name\":
{\"name\":

{
{
{
{

\"reckonReport\",\"id\":259,\"status\":\"check\"},
\"gis\",\"id\":28,\"status\":\"check\"},
\"surfaceGis\",\"id\":281, \"status\":\"check\"},
\"cityWaterQualityGis\",\"id\":282,\"status\":\"check\"},
\"riverWaterQualityGis\",\"id\":283,\"status\":\"check\"},
\"reachWaterQualityGis\",\"id\":284,\"status\":\"check\"},
\"laws\",\"id\":29,\"status\":\"check\"},
\"1Standard\",\"id\":291, \"status\":\"check\"},
\"drinkWater\",\"id\":3,\"status\":\"check\"},
\"dataImport\",\"id\":31,\"status\":\"check\"},
\"yyTemplateExport\",\"id\":311, \"status\":\"check\"},
\"yyImport\",\"id\":312, \"status\":\"check\"},
\"groundWater\",\"id\":4, \"status\":\"check\"},
\"dataImport\",\"id\":41, \"status\":\"check\"}, {\"n
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URL:
Ak
ARG -

http://124.239.186.82:38008/ShiJiaZhuangSHJ/
ShidiaZzhuangSHJ/ (Page)

A RESTE Web JiRg5 a5 b B8 BEEiMBR Web U, AR SCA:
Web fif 55 % BRI AR Fr R 5% 28 2 DAAN 22 43 1) 77 I B I

: 5 WebDAV, B 25 IEARFZR HTTP 772,
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HERE:  Allow Sk B/RER HTTP T2 B SR, XERRERS R LEHT WebDAV,
PR 75 SR A =
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OPTIONS /ShiJiaZhuangSHJ/ HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/53.0.2785.116 Safari/537.36

Cookie: JSESSIONID=C62496C92ACD243A4D76B10F5ADEF7EC

Host: 124.239.186.82:38008

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;q=0.8
Accept-Language: en-US

HTTP/1.1 404

X-XSS-Protection: 1; mode=block

Pragma: no-cache

Content-Length: 0

Vary: Origin

Vary: Access-Control-Request-Method

Vary: Access-Control-Request-Headers
X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Accept-Patch:

Date: Fri, 18 Nov 2022 14:16:57 GMT

Expires: 0

Allow: GET, HEAD, POST, PUT, DELETE, TRACE, OPTIONS, PATCH
Allow: GET,HEAD,POST, PUT, PATCH, DELETE, OPTIONS

12
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URL: http://124.239.186.82:38008/ShiJiaZhuangSHJ/static/js/chunk-01be2962.9491e7a9.js
I chunk-01be2962.9491e7a9.js (Page)
PR - e IEEE ¢ Web MR T IIBUBME R, WA 4. Zi8. HLas 4 F/e BussCrr B
AIRES IR PRSI P 4. B, RS RS SEERER
A Web 3 FIFR /7 4 F2 B IC B AN 224
[l e i - B 1 IR 55 2 Hic B N 48 B “Content-Security-Policy” 3k
E5R:
#EHE:  AppScan £l 2] Content-Security-Policy i N SkH 2k, IX P B84 B KFE BEAS 55 8 T & Fh 5 3l a3
ANBH 2
TR 75 SR A -

11/18/2022

GET /ShiJiaZhuangSHJ/static/js/chunk-01be2962.9491e7a9.js HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/53.0.2785.116 Safari/537.36

Referer: http://124.239.186.82:38008/ShiJiazhuangSHJ/index.html

Connection: keep-alive

Host: 124.239.186.82:38008

Accept: */*

Accept-Language: en-US,en;g=0.8

HTTP/1.1 200

Content-Length: 10018

Last-Modified: Fri, 18 Nov 2022 06:38:34 GMT
X-Content-Type-Options: nosniff

Expires: 0

X-XSS-Protection: 1; mode=block

Connection: keep-alive

Accept-Ranges: bytes

Vary: Origin

Vary: Access-Control-Request-Method

Vary: Access-Control-Request-Headers

Date: Fri, 18 Nov 2022 13:54:17 GMT
Keep-Alive: timeout=20

Content-Type: application/javascript

Pragma: no-cache

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

(window ["webpackJdsonp"]=window["webpackJsonp"]||[]) .push([["chunk-01be2962"],
{"28fd":function(t,e,a) {t.exports=a.p+"static/img/login-10go.40281£f77.png"},3332:function(t,e,a)
{var n=a("24fb"),r=a("1de5"),0=a("9159");e=n(!1) ;var

s=r(o);e.push([t.i,".login warp{position:absolute;top:0;width:100vw;height:100vh;-webkit-
transition:all .5s;transition:all .5s;z-index:5;background:url ("+s+") no-repeat 0 0;background-
size:100% 100%}.login_warp .title{width:100%;margin:3vw auto;text-
align:center}.bg{width:100%;height:100vh;z-index:-99;background:linear-

gradient (125deg, #2980b9, #633bd3, #8e44ad, #192f44, #27ae60) ;background-size:800%; -webkit-
animation:change 15s infinite;animation:change 15s
infinite}.loginBg{position:absolute;top:0;width:100vw;height:100vh;background:rgba(19,25,35,.3)}@
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11/18/2022

-webkit-keyframes change{0%{background-position-x:0}50%{background-position-x:100%}to{background-
position-x:0}}@keyframes change{0%{background-position-x:0}50%{background-position-
x:100%}to{background-position-
x:0}}.center{position:absolute;top:22vh;right:24vw;width:52.08vw;height:25.63vw}.LogoCont {width:1
00%;height:25.63vw;position:relative;background:rgba(32,39,65,.9)}.LogoCont
.logo{width:5vw;position:absolute;bottom:13vw;left:50%;margin-left:-2.5vw}.LogoCont
.logotxt{width:90%;position:absolute;bottom:9vw;left:50%;margin-left:-45%;text-align:center; font-
size:1.95vw} .wrapper{position:relative;color:#2287d4; font-size:1.5rem; text-

transform:

uppercase; letter-

spacing:.l2rem;background:#fff}.sides{position:absolute;width:100%;height:100%;top:0;1left:0;overf
low:hidden}.sides .side{position:absolute;background:linear-

gradient (120deg, #13a9ff, #64ebfb) } .sides .side:first-child{top:0;left:0;width:100%;height:2px;-
webkit-transform:translateX(-101%);transform:translateX(-101%);-webkit-animation:side-top 20s
ease infinite;animation:side-top 20s ease infinite}.sides .side:nth-child(2)
{top:0;right:0;width:2px;height:100%; -webkit-transform:translateY (-101%) ;transform:translateY (-
101%) ; -webkit-animation:side-right 20s ease infinite;animation:side-right 20s ease

infinite}.
transform:

sides .side:nth-child(3) {left:0;bottom:0;width:100%;height:2px;-webkit-
translateX (101%);transform:translateX(101%) ;-webkit-animation:side-bottom 20s ease

infinite;animation:side-bottom 20s ease infinite}.sides .side:nth-child(4)
{top:0;left:0;width:2px;height:100%; -webkit-

transform:

translateY (101%);transform:translateY (101%);-webkit-animation:side-left 20s ease

infinite;animation:side-left 20s ease infinite}@-webkit-keyframes side-top{0%,14%{-webkit-

transform:
transform:
transform:
transform:
transform:
transform:
transform:
transform:

translateX (-101%) ;transform:translateX(-101%) }24%,55%{-webkit—

translateX (0) ;transform:translateX (0) } 65%{-webkit-

translateX (101%);transform:translateX(101%) }to{-webkit-

translateX (101%);transform:translateX(101%) }}@keyframes side-top{0%,14%{-webkit-
translateX (-101%) ;transform:translateX (-101%) }24%,55%{-webkit—

translateX (0) ;transform:translateX (0) }65%{-webkit-

translateX (101%) ;transform:translateX(101%) }to{-webkit-

translateX (101%);transform:translateX(101%) }}@-webkit-keyframes side-right{0%,14%,23%({-

webkit-transform:translateY (-101%) ;transform:translateY (-101%) }30%, 62%{-webkit-

transform:
transform:
transform:
transform:
transform:
transform:
transform:
bottom{0%,

translateY (0) ;transform:translateY (0) } 72%{-webkit-

translateY (101%);transform:translateY (101%) }to{-webkit-

translateY (101%);transform:translateY (101%) }}Q@keyframes side-right{0%,14%,23%{-webkit-
translateY (-101%) ;transform:translateY (-101%) }30%, 62%{-webkit—

translateY (0) ;transform:translateY (0) }72%{-webkit-

translateY (101%) ;transform:translateY(101%) }to{-webkit-

translateY (101%);transform:translateY (101%) }}Q@-webkit-keyframes side-
14%,24%,28%{-webkit-transform:translateX(101%) ;transform:translateX(101%)}37%,70%{-

webkit-transform:translateX (0);transform:translateX(0) }79%{-webkit-transform:translateX (-
101%) ;transform:translateX(-101%) }to{-webkit-transform:translateX(-101%);transform:translateX (-
101%) } }@keyframes side-bottom{0%,14%,24%,28%{-webkit-

transform:
transform:

translateX (101%);transform:translateX (101%) }37%,70%{-webkit-
translateX (0) ;transform:translate
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Cvss 7+#t: 5.0

URL: http://124.239.186.82:38008/ShiJiaZhuangSHJ/static/js/app.1e€739a45.js
Scfs: app.1e739a45.js (Page)
PR - Al RE AR % Web MR FHIBUBME R, WA 4. 00, L84 F/s U sCpRr &
ATRE MU HI A PRt A 4. Fig. BHRS. SRS E8URE R
JEA - Web R 27 A2 BlC B A 224
[ 52 i - B4 1 IR 25 AR TE A F “Content-Security-Policy” sk
50
e . AppScan #5115 Content-Security-Policy Wi Skt 2k, X ] fE 4 KFE 13555 T 5 FhiEs o e
ABEHTZ
DR 5 SR A g <

11/18/2022

GET /ShiJiaZhuangSHJ/static/js/app.le739%9a45.js HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/53.0.2785.116 Safari/537.36

Referer: http://124.239.186.82:38008/ShiJiazhuangSHJ/index.html

Cookie: JSESSIONID=C62496C92ACD243A4D76B10F5ADEF7EC

Host: 124.239.186.82:38008

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8
Accept-Language: en-US

HTTP/1.1 200

Content-Length: 172431

Last-Modified: Fri, 18 Nov 2022 06:38:34 GMT
X-Content-Type-Options: nosniff

Expires: 0

X-XSS-Protection: 1; mode=block
Accept-Ranges: bytes

Vary: Origin

Vary: Access-Control-Request-Method

Vary: Access-Control-Request-Headers

Date: Fri, 18 Nov 2022 13:52:06 GMT
Content-Type: application/javascript

Pragma: no-cache

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

(window ["webpackJdsonp"]=window["webpackJIsonp"] || []) .push([["app"], {0:function (e, t,a)
{e.exports=a("56d7")},"0275":function (e, t,a)
{e.exports=a.p+"static/img/dateBg2.8c6fe2a2.png"},"030a": function (e, t,a) {"use
strict";a("9c2a")},"05ad": function (e, t,a) {var

n=a ("24fb");t=n(!1),t.push([e.i,".pagination{margin:15px 0;font-size:14px}.pagination .el-
pagination{float:right}",""]),e.exports=t},"0962":function (e, t,a) {var
n=a("24fb");t=n(!1),t.push([e.i,".table{width:100%}.table .tableHeader{padding:0
10px;height:35px;background: #2d89f9;display: -webkit-box;display:-ms-flexbox;display:flex;-webkit-
box-align:center;-ms-flex-align:center;align-items:center;-webkit-box-pack:justify;-ms-flex-
pack:justify;justify-content:space-between}.table .tableHeader .iconfont{font-
size:35px;color:#fff;margin-left:auto;cursor:pointer}.table
.tableContent{width:100%;height:auto;display:-webkit-box;display:-ms-flexbox;display:flex;-
webkit-box-orient:vertical;-webkit-box-direction:normal;-ms-flex-direction:column; flex-
direction:column}.table .tableContent .cont{-webkit-box-flex:1;-ms-
flex:1;flex:1;height:600px}.table .tableContent .cont .el-table thead th{border-
bottom:0!important;border-color:rgba(96,98,102,.18823529411764706) !important}.table .tableContent
.footer{width:100%;height:40px;-webkit-box-flex:0;-ms-flex:0 0 40px;flex:0 0

40px;background: #eee;display:-webkit-box;display:-ms-flexbox;display:flex;-webkit-box-
orient:horizontal;-webkit-box-direction:normal; -ms-flex-direction:row; flex-direction:row;-webkit—-
box-align:center;-ms-flex-align:center;align-items:center;-webkit-box-pack:end;-ms-flex-
pack:end;justify-content:flex-end}",""]),e.exports=t},l:function(e,t) {},1069:function(e,t,a) {"use

TOC
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strict";a("af96")},1765:function(e,t,a) {"use strict";t["a"]=
{cssUrl:"http://lvchuang.£3322.net:7015/3.28/esri/css/esri.css",initUrl:"http://lvchuang.£3322.ne
t:7015/3.28/init.js",ditulrl: "http://lc.guo.1lol:33900/geoserver/ShiJiazhuang-
SHJ/ows",dituDi:"lc.guo.lol",dituEr:"lc.guo.101:33900",MapUrl: "http://lvchuang.f3322.net:6080/arc
gis/rest/services/HeBei/hebeiWater20220513/MapServer",gpPoint:"http://lvchuang.£3322.net:6080/arc
gis/rest/services/HeBei/modelPointPar/GPServer/modelPointPar",gpArea: "http://lvchuang.£3322.net:6
080/arcgis/rest/services/HeBei/modelPolygonPar/GPServer/model$E5%90%8C%E6%AD%ASpar" ,mapToken: "efl
9e059af3882366e92a0c552bf9f4c"}},1990: function (e, t,a) {var n=a("3fff");n._ esModule&s&

(n=n.default),"string"===typeof n&&(n=[[e.i,n,""]]),n.localsé&&(e.exports=n.locals) ;var
o=a("499%e") .default;o("ddb4£f606",n, !0, {sourceMap: !1l, shadowMode:!1})},"1dl2":function (e, t,a){var
n=a("0962");n.__esModule&& (n=n.default),"string"===typeof n&&(n=[[e.i,n,""]]),n.localss&s&

(e.exports=n.locals);var o=a("499%e") .default;o("272faacl",n, !0,

{sourceMap:!1l, shadowMode:!1})},2:function(e,t){},2275:function (e, t)
{e.exports="data:image/png;base64, iVBORWOKGgoAAAANSUhEUgAAAHSAAAAKCAYAAACPHOVAAAAAGXRFWHRTL2Z0d2F
YZQBBZG91ZSBIbWFnZVJI1YWR5ccl1PAAAA3IpVFhOWEIMOMNvbS5hzG91ZS54bXAAAAAAADW/eHBhY2t1dCBiZWdpbj0i77u/
IiBpZD0iVzVNME1wQ2VoaUh6cmVTek5UY3prYz1kIj8+IDx40nhtcGl1dGEgeGlsbnM6eD0iYWRvYMU6bnM6bWVOYS8iIHg6e
GlwdGs9IkFkb2J1IFhNUCBDb3J1IDUuMyljMDEXIDY2LjEONTY2MSwgMjAxMi8wMi8wNiOxNDolNjoyNyAgICAgICAgIj4gPH
JkZJjpSREYgeGlsbnM6cmRmPSJodHRWO18vd3d3Lnczlm9yZ2y8x0OTk5LzAyLzIyLXJkZi1zeW50YXgtbnMjIj4gPHIkZJpEZXN
jcmlwdGlvbiByZGY6YWJIvAXQ9IiIgeGlsbnM6eGlwTU09ImhO0dHA6LY9ucy5hzG91ZS5)b20veGFwLzEUMCOtbS81iIHhtbG52
OnNOUmVmPSJodHRwO18vbnMuYWRvYmUuY29tL3hhcC8xLjAvclR5¢cGUvVUMVzb3VyY2VSZWYjIiB4bWxuczp4bXA9Imh0dHAGL
y9ucy5hZG9iZS5jb20veGFwLzEuUMC8iIHhtcE1INOkSyaWdpbmFsRG9jdWl1bnRIRDOieGlwLmRpZDoyYzY1Y2Y30S0zZDMXLW
E2NDEtOGY1ZC1lmZT1hM2YyNzAOZmUiIHhtcEINOkRvVY3VtZW50SUQ9InhtcC5kaWQ6MzVEMUNBNUVDQzZM2MTFFQOI2MzJGRIM
yMOI2QzdDMUIiIHhtcE1INOkluc3RhbmN1SUQ9InhtcC5paWQ6eMzVFMUNBNURDQzM2MTFFQOI2MzJGRIMyMO0I2QzdDMUIiIHht
cDpDemVhdG9yVG9vbD0 i QWRYYMUgUGhvdG9zaGIwIENDIChXaW5kb3dzKSI+IDx4bXBNTTpEZXIJpdmVkRnIvbSBzdFJI1Z ppb
nNOYWS5jZULlEPSJ4bXAuaWlkOmIyMGIyYjEOLT11M2YtMTgONi1iOWEXLTg5ZWI2N2NmMMDEWN1 Igc3RSZWY6ZG9)dW1l1bnRJIRD
01YWRVYMU6ZG9jaWQ6cGhvdG9zaGOwO ] hmMmNMOTE3LWRhMzUtZWQOMy040WM2LWYxZjE4ZTAONDBIJMCIVPiA8L3JkZJpEZXN
jcmlwdGlvbj4gPC9yZGY6UKRGPiA8L3g6eGlwbWV
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URL: http://124.239.186.82:38008/ShiJiaZzhuangSHJ/admin/user/login.do
Sk - login.do (Page)
PR - Al RE AR % Web MR FHIBUBME R, WA 4. 00, L84 F/s U sCpRr &
ATRE MU HI A PRt A 4. Fig. BHRS. SRS E8URE R
JEA - Web R 27 A2 BlC B A 224
I 5 - a1 1 e 55 A I LA 48 B “Content-Security-Policy” 3k
50
e . AppScan #5:ill%] Content-Security-Policy Wi Sk ds, X hE4 8 KFE SRR T &l S
ABEHTZ
DR 5 SR A g <

11/18/2022

POST /ShiJiaZhuangSHJ/admin/user/login.do HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/53.0.2785.116 Safari/537.36

Referer: http://124.239.186.82:38008/ShiJiazhuangSHJ/index.html
Connection: keep-alive

Host: 124.239.186.82:38008

Content-Length: 471

Accept: application/json, text/plain, */*

Origin: http://124.239.186.82:38008

Accept-Language: en-US,en;qg=0.8

Content-Type: application/x-www-form-urlencoded

username=040cbd38bd586bfdd7e7caf3cled413dbb8a85d47cd251324b453d36a4f5c46aa3322594b2587c2efd591add
b3d32597d0b87b6af5b44a8£25£6213cabb05£480b83fchb66e5ee6209571be66d42cbb7994c8c7f0eadac5cceaef307be
49944f95ab6669320£282c311cb8c9e96e00bla72&password=04£1d4del145984c25¢c8dc6f868deef803bba2cfdfad2e
1d3e318db730e30d41e337bbcac23dlccde87fbecbc5befd877del£3dd9d2b1402f2cedb7108429a30e401d4a8946e929
£30dd5cd2£3d527882543e0248abb24a50222640a708fda57ecac83bc84cdf36c91d101b4dll1be8al’

HTTP/1.1 200

Content-Length: 67

Set-Cookie: remember-me=; Max-Age=0; Expires=Thu, 01-Jan-1970 00:00:10 GMT; Path=/ShiJiaZhuangSHJ
X-Content-Type-Options: nosniff

Expires: 0

X-XSS-Protection: 1; mode=block

Connection: keep-alive

Vary: Origin

Vary: Access-Control-Request-Method

Vary: Access-Control-Request-Headers

Date: Fri, 18 Nov 2022 13:54:21 GMT

Keep-Alive: timeout=20

Content-Type: application/json;charset=UTF-8

Pragma: no-cache

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

{

"status": 1,
"msg": " R 4 /50w, B0k s
}

TOC
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URL:
otk

http://124.239.186.82:38008/ShiJiaZzhuangSHJ/static/js/chunk-elementUl.cc2eeea9.js
chunk-elementUl.cc2eeea9.js (Page)

A REWRA 5 Web TR FP VBB S, WA P 44 B HL&s 4 A/ s sug oA 8
ARES MU PR 4. E. EHRS . RS RESEBRE R

Web 37 FH 2 7 2 A BUAC B A %2 42

: B4 1 IR 25 AR TE A F “Content-Security-Policy” sk

#E#E:  AppScan £ill %] Content-Security-Policy Wi Sk 2k, 3X Al i B R 153 3% 5 T & At il s v

NG

i R A -

11/18/2022

GET /ShiJiaZhuangSHJ/static/js/chunk-elementUI.cc2eeea9.js HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/53.0.2785.116 Safari/537.36

Referer: http://124.239.186.82:38008/ShiJiazhuangSHJ/index.html

Cookie: JSESSIONID=C62496C92ACD243A4D76B10F5ADEF7EC

Host: 124.239.186.82:38008

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8
Accept-Language: en-US

HTTP/1.1 200

Content-Length: 902230

Last-Modified: Fri, 18 Nov 2022 06:38:34 GMT
X-Content-Type-Options: nosniff

Expires: 0

X-XSS-Protection: 1; mode=block
Accept-Ranges: bytes

Vary: Origin

Vary: Access-Control-Request-Method

Vary: Access-Control-Request-Headers

Date: Fri, 18 Nov 2022 13:52:05 GMT
Content-Type: application/javascript

Pragma: no-cache

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

(window ["webpackJsonp"]=window["webpackJsonp"]||[]) .push([["chunk-elementUI"],
{"0fae":function(e,t, i) {var n=1i("5e0c");n.__esModule&& (n=n.default),"string"===typeof né&é&(n=
[[e.i,n,""]]),n.locals&& (e.exports=n.locals);var o=i("499e") .default;o("2290b0f0",n, !0,

{sourceMap: !1l,shadowMode:!1})},"12f2":function (e, t,i) {"use
strict";t.__esModule=!0,t.default=function(e) {return{methods: {focus:function()
{this.$refs[e].focus()}}}}},"14e9":function (e, t,i) {e.exports=function (e){var t={};function 1 (n)
{if (t[n]) return t[n].exports;var o=t[n]={i:n,1l:!1,exports:{}};return
e[n].call(o.exports,o0,0.exports,i),0.1=!0,0.exports}return i.m=e,i.c=t,i.d=function (e, t,n)
{i.o(e,t) | |Object.defineProperty (e, t, {enumerable:!0,get:n})},i.r=function (e) {"undefined"!==typeof
Symbolé&&Symbol.toStringTag&&Object.defineProperty (e, Symbol.toStringTag,
{value:"Module"}),Object.defineProperty(e,"__esModule", {value:!0})},i.t=function(e, t) {if (l&ts&s&
(e=i(e)),8&t)return e;if (4&t&&"object"===typeof e&&e&&e._ esModule)return e;var
n=0Object.create(null);if(i.r(n),Object.defineProperty (n, "default",
{enumerable:!0,value:e}),2&t&&"string" !=typeof e)for(var o in e)i.d(n,o, function(t) {return
e[t]}.bind(null,o0));return n},i.n=function(e){var t=e&&e._ esModule?function() {return
e["default"]}:function () {return e};return i.d(t,"a",t),t},i.o=function(e,t) {return
Object.prototype.hasOwnProperty.call(e,t)},i.p="/dist/",1(i.s=127)} ({127:function(e,t,i) {"use
strict";i.r(t);var n=1i(16),0=1(39),r=i.n(o),1=1(3),a=1(2),s={vertical:
{offset:"offsetHeight",scroll:"scrollTop",scrollSize:"scrollHeight",size:"height", key:"vertical",
axis:"Y",client:"clientY",direction:"top"},horizontal:
{offset:"offsetWidth",scroll:"scrollLeft",scrollSize:"scrollWidth", size:"width", key:"horizontal",
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axis:"X",client:"clientX",direction:"left"}}; function c(e) {var t=e.move, i=e.size,n=e.bar, o=
{},r="translate"+n.axis+" ("+t+"%)";return
o[n.size]=i,o.transform=r,o.msTransform=r,o.webkitTransform=r,o}var d={name:"Bar",props:
{vertical:Boolean, size:String, move:Number}, computed: {bar:function() {return
s[this.vertical?"vertical”:"horizontal"]},wrap:function() {return
this.$parent.wrap}},render:function (e) {var t=this.size,i=this.move,n=this.bar;return e ("div",
{class:["el-scrollbar_ bar","is-"+n.key],on:{mousedown:this.clickTrackHandler}}, [e("div",
{ref:"thumb",class:"el-scrollbar__thumb",on:
{mousedown:this.clickThumbHandler},style:c({size:t,move:i,bar:n})})])},methods:
{clickThumbHandler: function (e) {e.ctrlKey]| |2===e.button] |
(this.startDrag(e),this[this.bar.axis]=e.currentTarget[this.bar.offset]-(e[this.bar.client]-
e.currentTarget.getBoundingClientRect () [this.bar.direction])) },clickTrackHandler: function (e) {var
t=Math.abs (e.target.getBoundingClientRect () [this.bar.direction] -
e[this.bar.client]),i=this.$refs.thumb[this.bar.offset]/2,n=100%* (t-

i) /this.$el[this.bar.offset];this.wrap[this.bar.scroll]=n*this.wrap[this.bar.scrollSize]/100},sta
rtDrag: function(e) {e.stopImmediatePropagation(),this.cursorDown=!0,0bject (a["on"])

(document, "mousemove", this.mouseMoveDocumentHandler), Object (a["on"])

(document, "mouseup", this.mouseUpDocumentHandler), document.onselectstart=function ()
{return!l}},mouseMoveDocumentHandler: function (e) {if (!1!==this.cursorDown) {var
t=this[this.bar.axis];if (t) {var i=-1*(this.$el.getBoundingClientRect () [this.bar.direction]-
e[this.bar.client]),n=this.S$refs.thumb[this.bar.offset]-t,0=100%* (i-

n) /this.$el[this.bar.offset];this.wrap[this.bar.scroll]=o*this.wrap[this.bar.scrollSize]/100}}},m
ouseUpDocumentHandler: function (e) {this.cursorDown=!1,this[this.bar.axis]=0,0bject (a["off"])
(document, "mousemove", this.mouseMoveDocumentHandler), document.onselectstart=null}},destroyed: func
tion () {Object(a["off"]) (document, "mouseup"”, this.mouseUpDocumentHandler) }},u=

{name:"ElScrollbar", components: {Bar:d},props: {native:Boolean,wrapStyle:{},wrapClass:{},viewClass:
{},viewStyle:{},noresize:Boolean, tag: {type:String,default:"div"}},data:function ()
{return{sizeWidth:"0", sizeHeight:"0",moveX:0,moveY:0}}, computed: {wrap: function () {return
this.$refs.wrap}}, render: function(e) {var t=r() (),i=this.wrapStyle;if (t) {var n="-
"+t+"px",o="margin-bottom: "+n+"; margin-r
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URL: http://124.239.186.82:38008/ShiJiaZhuangSHJ/static/js/chunk-libs.4db6c972.js
Sk chunk-libs.4db6c972.js (Page)
PR - AREI R Web IR 55 8% A A5 xt Bj AT, 1X ] e 3 BB & 0T Je st — 25 B AR A 5 Web [
7 A REEHE R
J5A - KRR =777 i BTN T BT E TR 7
I 5 .- N Web JIR5545 5 Web NI N EARR R 244 T
5
MR mi LA AR 55 A% b SO R A BR AR AN B A
TR R A R -

GET /ShiJiaZhuangSHJ/static/js/chunk-libs.4db6c972.3s HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/53.0.2785.116 Safari/537.36

Referer: http://124.239.186.82:38008/ShiJiazhuangSHJ/index.html

Cookie: JSESSIONID=C62496C92ACD243A4D76B10F5ADEF7EC

Connection: keep-alive

Host: 124.239.186.82:38008

Accept: */*

Accept-Language: en-US,en;qg=0.8

... (t,e) {var

n=e.css,r=e.media, i=e.sourceMap; if (r&&t.setAttribute ("media", r),p.ssrid&&t.setAttribute(d,e.id), i
&& (n+="\n/*# sourceURL="+i.sources[0]+" */",n+="\n/*#
sourceMappingURL=data:application/json;base64, "+btoa (unescape (encodeURIComponent (JSON.stringify (i
))))+"

*/"),t.styleSheet)t.styleSheet.cssText=n;else{while (t.firstChild)t.removeChild (t.firstChild);t.ap
pendChild (document.createTextNode (n)) }}}, "4b8b": function(t,e) {t.exports=function(t)
{try{return!!t () }catch(e) {return!0}}},"4bad9":function(t,e,n) { (function(e,r, i)
{t.exports=r(n("21bf"),n("38ba"))}) (0, (function(t) {return t.mode.OFB=function () {var
e=t.lib.BlockCipherMode.extend (), n=e.Encryptor=e.extend ({processBlock: function(t,e) {var

n=this._ cipher,r=n.blockSize,i=this._iv,o=this._keystream;is&s&
(o=this._keystream=i.slice(0),this._iv=void 0),n.encryptBlock(o,0);for (var
a=0;a<r;at++)t[etal”=o[al}});return e.Decryptor=n,e} (), t.mode.OFB}))},"4caa":function(t,e,n) {var
r=n("a919"),i=n("76dd"),o0=/[\xc0-\xd6\xd8-\xf6\xf8-\xf£\u0100-\u017£f] /g, a="\\u0300-

\\u036£f", s="\\ufe20-\\ufe2f", 1="\\u20d0-\\u20££", c=a+s+1l,u="["+c+"]1",p=RegExp (u, "g") ; function
d(t) {return t=i(t),t&&t.replace(o,r).replace(p,"")}t.exports=d},"4d20":function(t,e,n) {var
r=n("1917"),i=n("10db"),o=n("6cal"),a=n("3397"),s=n("9c0e"),l=n("faf5"),c=0Object.getOwnPropertyDe
scriptor;e.f=n("Obad") ?c:function(t,e) {if (t=o(t),e=a(e,!0),1)try{return c(t,e) }catch(n)
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{}if(s(t,e))return i(!r.f.call(t,e),tle])}},"4d63":function(t,e,n) {var

r=n("83ab"),i=n("da84"),o0=n("e330"),a=n("94ca"),s=n("7156"),1=n("9112"),c=n("241c") .f,u=n("3a9%b")
,p=n("44e7"),d=n("577e"),h=n("90d8"), £=n("9£7£f"),g=n("aeb0"),m=n("cb2d"),v=n("d039"),y=n("1la2d"),
b=n("69f3") .enforce,x=n("2626") ,w=n("b622"), =n("fce3"),S=n("107c"), k=w("match"),0=1i.RegExp,M=0.p

rototype,A=i.SyntaxError, I=o (M.exec) ,C=o0("".charAt),T=o("".replace), D=0 ("".indexOf),F=0("".slice)
SE=/"\2<[M\s\d! #%&*+<=>@"] ["\s ! #%&*+<=>@"]*>/,j=/a/g, P=/a/g, L=new
O(j)!==j,B=f.MISSEDisTICKY,R=f.UNSUPPORTED7Y,N=r&&(!LIIB\\7||S|\v((function(){return

P[k]=!1,0(j) !=]|

"document.F=Object"+i+"/script"+a),t.close(),c=t.F;while(r--)delete c[1l][o[r]];return
c()};t.exports=0Object.create| |function(t,e){var n;return null!==t?(s[l]=r(t),n=new
s,s[1l]=null,nl[al=t) :n=c(),void O===e?n:i(n,e)}},7149:function(t,e,n){"use strict";var
r=n("23e7"),i=n("d066"),0=n("c430"),a=n("d256"),s=n("4738") .CONSTRUCTOR, 1=n ("cdf9") ,c=i ("Promise"
) ,u=0&&!s;r({target:"Promise",stat:!0,forced:o| |s}, {resolve:function(t) {return 1 (u&&this===c?
a:this,t)}})},7156:function(t,e,n) {var

r=n("1626"),i=n("861d"),o=n("d2bb") ;t.exports=function(t,e,n) {var a,s;return

0&&r (a=e.constructor) &&a!==n&&i (s=a.prototype) &&s!==n.prototype&&o(t,s),t}},7234:function(t,e)
{t.exports=function (t) {return null===t| |void 0===t}},"726e":function(t,e,n) {"use
strict";n.d(e,"c", (function() {return r})),n.d(e,"b", (function() {return i})),n.d(e,"a", (function()
{return o})),n.d(e,"d", (function() {return p})),n.d(e,"e", (function () {return d}));var
r=12,i="sans-serif", o=r+"px
"+i,a=20,s=100,1="007LLmW'55;NO500LLLLLLLLLLOONNNLZWW\ \\\WQb\\ 0FWLg\ \bWb \ \WQ\ \WrWWQO00CL5LLFLLOLL

**F*gLLLLSFOLF\\FFF5.5N"; function c(t) {var e={};if ("undefined"===typeof JSON)return e;for (var
n=0;n<t.length;n++) {var r=String.fromCharCode (n+32),i=(t.charCodeAt (n)-a)/s;e[r]l=i}return e}var
u=c (1) ,p={createCanvas:function() {return"undefined"!==typeof

document&&document .createElement ("canvas") } ,measureText: function() {var t,e;return function(n,i)
{if (!t) {var a=p.createCanvas();t=a&&a.getContext ("2d") }if (t) return el!==i&&
(e=t.font=i||o0),t.measureText (n);n=n||"",i=i||o;var s=/"([0-9]1*?)pxS$/.exec (i), 1=+

(s&&s[1]) | lxr,c=0;1if (i.indexOf ("mono")>=0)c=1*n.length;else for(var d=0;d<n.length;d++) {var
h=u[n[d]];ct+=null==h?l:h*1l}return{width:c}}} (), loadImage: function(t,e,n) {var r=new Image;return
r.onload=e, r.onerror=n,r.src=t,r}};function d(t) {for(var e in p)tle]&&
(plel=t[e])}},"72fe":function(t,e,n) { (function(e, r) {t.exports=r(n("21bf"))}) (0, (function(t)
{return function(e) {var n=t,r=n.lib,i=r.WordArray, o=r.Hasher, a=n

Each ( (function (e) {var r=t[e];-1!==0.1indexOf (e)?h(r,n,u) :d(r,n,u) })) }function m(t) {return
function(e) {return e&&e.message? (e.field=e.field||t.fullField,e):

{message:e,field:e.field| |t.fullField}}}function v(t,e){if (e)for(var n in

e)if (e.hasOwnProperty(n)) {var r=e[n];"object"===("undefined"===typeof r?"undefined":a()
(r))&&"object"===a () (t[n])?t[n]l=1i() ({},t[n],r):t(n]l=r}return t}function y(t,e,n,r,i,0)
{!t.required| |n.hasOwnProperty (t.field)&&!p(e,ol |t.type) | |r.push(c(i.messages.required,t.fullFiel
d)) }var b=y;function x(t,e,n,r,1i)

{(/"\s+$/.test (e) | |""===e) &&r.push(c (i.messages.whitespace, t.fullField)) }var w=x, =

{email:/~ ((["<>ONININN., 7 :\s@" T+ (\. ["<> O NINIAN ., 7 :\s@"]+) *) | (".+™))@((\N[[0-9]1{1,3}\.[0-9
{1,3}\.[0-91{1,3}\.[0-91{1,3}1) I (([a-2zA-Z\-0-9]+\.)+[a-2zA-Z]1{2,}))$/,url:new RegExp (""(?!mailto:)
(?: (?:httplhttps|ftp) ://1//) (2:\\S+(2::\\S*)2Q) 2 (?: (?: (?2:[1-9]1\\d?|1\\d\\d|2[01]\\d|22[0-3])
(2:\\. (2:12\\d{1,2}12[0-41\\d[25[0-57)) {2} (2:\\. (2: [0-9]1\\d? | 1\\d\\d|2[0-4]\\d|25[0-4]1)) | (?:(2:
[a=z\\u00al-\\ufff£f0-9]1+-?) *[a-z\\u00al-\\uff££0-9]+) (?2:\\. (?2: [a-z\\u00al-\\uff££f0-9]1+-?) *[a-
z\\u00al-\\ufff£f0-9]+)* (2:\\. (?: [a-z\\u0O0al-\\uffff]{2,}))) |localhost) (?::\\d{2,5})2(2: (/|\\?|#)
[*\\s]*)2$","i") ,hex: /" #? ([a-£0-9]1{6} | [a-£0-9]1{3})S$/1i},S={integer:function(t) {return

S.number (t) &&parselnt (t,10)===t}, float:function(t) {return

S.number (t) &&!S.integer(t) },array:function (t) {return Array.isArray(t)}, regexp:function(t) {if(t
instanceof RegExp)return!O;try{return!!new RegExp(t) }catch(e) {return!l}},date:function(t)

{return"function"===typeof t.getTime&&"function"===typeof t.getMonth&&"function"===typeof
t.getYear}, number:function (t) {return!isNaN (t) &&"number"===typeof t},object:function(t)
{return"object"===("undefined"===typeof t?"undefined":a() (t))&&!S.array(t)},method:function (t)
{return"function"===typeof t},email:function(t) {return"string"===typeof

t&s!lt.match(_.email) &&t.length<255},url:function(t) {return"string"===typeof
t&&!!lt.match(_.url)},hex:function(t) {return"string"===typeof ts&s&!!t.match(_.hex)}};function

k(t,e,n,r,1i){if (t.required&&void 0===e)b(t,e,n,r,1i);else{var o=["

O=function(t) {var e=d(t, "number") ;return"bigint"==typeof e?e:M(e) },M=function (t) {var
e,n,r,i,o0,a,s,1,c=d(t,"number");if (p(c))throw _("Cannot convert a Symbol value to a
number") ;if ("string"==typeof cé&&c.length>2)if (c=y(c),e=k(c,0),43===e||45===¢)

{if (n=k(c,2),88===n||120===n) return NaN}else if (48===e) {switch(k(c,1)) {case 66:case
98:r=2,1=49;break;case 79:case

111:r=8,1i=55;break;default:return+c}for (o=S(c,2),a=o.length,s=0;s<a;s++)if (1=k(o,s),1<48]||1>i)ret
urn NaN;return parselnt(o,r) }return+c};if(a(b,!x(" 00l") | |!x("0bl") | |x("+0x1"))) {for (var

A, I=function(t) {var e=arguments.length<1?0:x(0(t)),n=this;return u(w,n)&&h((function(){v(n)}))?
c(Object(e),n,I):e},C=r?

f(x) :"MAX_VALUE,MIN_VALUE,NaN,NEGATIVE_INFINITY,POSITIVE_INFINITY,EPSILON,MAX SAFE_INTEGER,MIN_SA
FE_INTEGER, isFinite, isInteger,isNaN, isSafelnteger,parseFloat,parselnt, fromString, range".split (","
),T=0;C.length>T;T++)1(x,A=C[T])&&!1(I,A)&&m(I,A,g(x,A));I.prototype=w,w.constructor=I,s(i,b,I,
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{constructor:!0}) }},aaec:function(t,e) {var n="\\ud800-\\udfff", r="\\u0300-\\u036£f", i="\\ufe20-
\\ufe2f", o="\\u20d0-\\u20££f", a=r+i+o, s="\\ufele\\ufeOf", 1="\\u200d", c=RegExp ("
["+1+n+a+s+"]");function u(t) {return c.test(t) }t.exports=u},aaef:function(t,e,n) { (function(e,r, i)
{t.exports=r (n("21bf"),n("38ba"))}) (0, (function(t) {
/** @preserve

* Counter block mode compatible with Dr Brian Gladman fileenc.c

* derived from CryptoJS.mode.CTR

,hl,h2,h3,h4,h5,h6{margin-bottom:.5rem; font-weight:500;line-height:1.2}.hl,hl{font-
size:2.5rem}.h2,h2{font-size:2rem}.h3,h3{font-size:1.75rem}.h4,hd4{font-size:1.5rem}.h5,h5{font-
size:1.25rem}.h6,h6{font-size:lrem}.lead{font-size:1.25rem; font-weight:300}.display-1{font-
size:6rem}.display-1, .display-2{font-weight:300;1line-height:1.2}.display-2{font-
size:5.5rem}.display-3{font-size:4.5rem}.display-3, .display-4{font-weight:300;1line-
height:1.2}.display-4{font-size:3.5rem}hr{margin-top:lrem;margin-bottom:lrem;border:0;border-
top:lpx solid rgba(0,0,0,.1)}.small,small{font-size:.875em; font-

weight:400} .mark, mark{padding: .2em;background-color:#fcf8e3}.list-inline, .list-unstyled{padding-
left:0;1list-style:none}.list-inline-item{display:inline-block}.list-inline-item:not (:last-child)
{margin-right:.5rem}.initialism{font-size:90%;text-transform:uppercase}.blockquote{margin-
bottom:1lrem; font-size:1.25rem}.blockquote-footer{display:block;font-

size:.875em;color:#6c757d} .blockquote-footer:before{content:\"\\2014\\00A0\"}.img-fluid, .img-
thumbnail {max-width:100%;height:auto}.img-thumbnail{padding:.25rem;background-
color:#fff;border:1px solid #dee2e6;border-radius:.25rem}.figure{display:inline-block}.figure-
img{margin-bottom:.5rem;line-height:1}.figure-caption{font-size:90%;color:#6c757d}code{font-
size:87.5%;color:#e83e8c;word-wrap:break-word}a>code{color:inherit}kbd{padding:.2rem .4rem; font-
size:87.5%;color:#fff;background-color:#212529;border-radius: .2rem}kbd kbd{padding:0; font-
size:100%; font-weight:700}pre{display:block; font-size:87.5%;color:#212529}pre code{font-
size:inherit;color:inherit;word-break:normal}.pre-scrollable{max-height:340px;overflow-
y:scroll}.container, .container-fluid, .container-1g, .container-md, .container-sm, .container-
x1{width:100%;padding-right:15px;padding-left:15px;margin-right:auto;margin-left:auto}@media
(min-width:576px) {.container, .container-sm{max-width:540px}}@media (min-width:768px)
{.container, .container-md, .conta

ject?a:null}},ce86:function(t,e,n){var r=n("9e69"),i=n("7948"),0=n("6747"),a=n("ffd6"),s=1/0,1=r?
r.prototype:void 0,c=1?1.toString:void 0;function u(t) {if ("string"==typeof t)return

t;if (o(t))return i(t,u)+"";if(a(t))return c?c.call(t):"";var e=t+"";return"0"==e&&l/t==-s2?"-
O":e}t.exports=u},ceed:function(t,e,n){"use strict";var
r=n("c532"),i=n("1d2b"™),0=n("0a06"),a=n("2444"); function s(t) {var e=new
o(t),n=1i(o.prototype.request,e);return r.extend(n,o.prototype,e),r.extend(n,e),n}var
l=s(a);l.Axios=0,1l.create=function(t) {return

s(r.merge(a,t))},l.Cancel=n("7a77"),1l.CancelToken=n ("8df4"),1l.isCancel=n("2e67"),l.all=function(t
) {return Promise.all(t)},l.spread=n("0df6"),t.exports=1,t.exports.default=1},d012:function(t,e)
{t.exports={}},d039:function(t,e) {t.exports=function (t) {try{return! !t () }catch(e)
{return!0}}},d066:function(t,e,n) {var r=n("da84"),i=n("1626"),o=function(t) {return i (t)?t:void
0};t.exports=function(t,e) {return arguments.length<2?o(r[t]):r[t]&&r[t][e]}},d094:function(t,e)
{var n="\\ud800-\\udfff", r="\\u0300-\\u036£f",i="\\ufe20-\\ufe2f", o="\\u20d0-
\\u20£f£f",a=r+i+o,s="\\ufele\\ufeOf", 1="["+n+"]1",c="["+a+"]",u="\\ud83c [\\udffb-\\udff£]", p="
(2:"+ct" | "+ut™) ", d="[""+n+"]", h="(?:\\ud83c [\\uddeb6-\\uddff]) {2}", £="[\\ud800-\\udb£ff] [\\udc00-
\\ud£f££]", g="\\u200d", m=p+"2", v="["+s+"] 2", y=" (2:"+g+" (2: "+

[d,h, £].Join (" ") +") "+v+mt+") *", b=v+mty, x=" (?:"+[d+c+"2",c,h, £,1] .Join (" |")+") ", w=RegExp (u+" (?
="+u+") | "+x+b, "g") ; function _ (t) {return t.match(w) || []}t.exports=_},dl6a:function(t,e,n) {var
r=n("fc5e"),i=Math.min;t.exports=function(t) {return t>0?

i(r(t),9007199254740991):0}},d194: function(t,e,n) {var
r=n("c32f"),i=n("aaec"),o0=n("126d"),a=n("76dd") ; function s(t){return function (e) {e=a(e);var
n=i(e)?o(e):void 0,s=n?n[0]:e.charAt(0),1=n?r(n,1).Jjoin(""):e.slice(l);return s[t]
()+1l}}t.exports=s},dle7:function(t,e,n) {"use strict";var r=

{}.propertyIsEnumerable, i=Object.getOwnPropertyDescriptor,o=i&&!r.call({1:2},1);e.f=o0?function (t)
{var e=i(this,t);return!!e&&e.enumerable}:r},d233:function(t,e,n) {"use strict";var
r=n("b313"),i=Object.prototype.hasOwnProperty, o=Array.isArray,a=function () {for (var t=
[1,e=0;e<256;++e)t.push ("$"+((e<162"0":"")+e.toString(16)) .toUpperCase()) ;return t}

() ,s=function(t) {while (t.length>

ction(t,e,n){var r=n("la2d"),i=n("56ef"),o=n("06cf"),a=n("9f2");t.exports=function(t,e,n)

{for (var s=i(e),l=a.f,c=0.f,u=0;u<s.length;ut+) {var

p=s[ul;r(t,p) | In&&r(n,p) | I1(t,p,c(e,p))}}},e8b5:function(t,e,n) {var
r=n("c6bb6");t.exports=Array.isArray| |function (t) {return"Array"==r(t)}},e95a:function(t,e,n) {var
r=n ("b622"),i=n("3£8c"),o=r ("iterator"),a=Array.prototype;t.exports=function(t) {return void
0!==t&&(i.Array===t||alo]===t)}},e9%9a7:function(t,e,n) {var r=n("76dd"),i=n("8103"); function o(t)
{return i(r(t).toLowerCase()) }t.exports=o},e9c4:function(t,e,n){var
r=n("23e7"),i=n("d066"),o0=n("2ba4d"),a=n("c65b"),s=n("e330"),1=n("d039"),c=n("e8b5") ,u=n("1626"),p
=n("861d"),d=n("d9%5") ,h=n("£36a"), f=n("04£8"),g=1 ("JSON", "stringify"),m=s(/./.exec),v=s ("".charA
t),y=s("".charCodeAt),b=s("".replace),x=s(l..toString),w=/[\uD800-\uDFFF]/g, =/"[\uD800-
\uDBFF]$/,S=/"[\uDCO0-\uDFFF]S$/,k=!f| |1 ((function () {var t=i("Symbol") ();return" [null]l"!=g([t])||"
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{}"!=g({a:t}) | I"{}"!=g(Object(t))})),0=1((function()

{return'"\\udf06\\ud834" ' !==g ("\udf06\ud834") | | '"\\udead" ' !==g ("\udead") })),M=function (t,e) {var
n=h (arguments),r=e;if ((p(e) | |[void 0!==t)&&!d(t))return c(e) || (e=function(t,e) {if (u(r) &&
(e=a(r,this,t,e)),!d(e))return e}),n[l]l=e,0(g,null,n)},A=function(t,e,n) {var r=v(n,e-
1),i=v(n,e+l) ;return

m(_,t)&&!m(S,1) | Im(S,t) &&!m(_,r) 2"\\u"+x(y(t,0),16) :t};g&&r ({target:"JSON",stat:!0,arity:3, forced
:k| |0}, {stringify: function(t,e,n) {var r=h(arguments),i=o(k?M:g,null, r);return 0&&"string"==typeof
i?b(i,w,A):1i}})},ea34:function(t,e) {t.exports=function(t,e)
{return{value:e,done:!!t}}},ea72:function(t,e,n) {var
r=n("7559"),i=n("7e8e"),0=n("76dd"),a=n("£4d9") ; function s(t,e,n) {return t=o(t),e=n?void 0:e,void
O===e?i(t)?a(t):r(t):t.match(e) || []}t.exports=s},edd0:function(t,e,n) {var

r=n("13d2"),i=n("9bf2") ;t.exports=function(t,e,n) {return n.get&&r(n.get,e,
{getter:!0}),n.set&&r(n.set,e, {setter:!0}),i.£f(t,e,n)}},ef08:function(t,e) {var
n=t.exports="undefined"!=typeof window&&window.Math==Math?window:"undefined"!=typeo

r})),this.resolve=r(e),this.reject=r(n)};t.exports.f=function(t) {return new
o(t)}},f22b:function(t,e,n) {"use strict";var
r=n("23e7"),i=n("c65b"),0=n("£069"),a=n("4738") .CONSTRUCTOR; r ({target:"Promise",stat:!0, forced:a}
,{reject:function(t) {var e=o.f (this);return i(e.reject,void

0,t),e.promise}})}, £354:function(t,e,n) {var
r=n("d039"),i=n("b622"),0=n("c430"),a=1i("iterator");t.exports=!r((function() {var t=new URL("b?

a=l&b=2&c=3","http://a"),e=t.searchParams,n="";return t.pathname="c%20d",e.forEach ((function(t,r)
{e["delete"] ("b"),n+=r+t})),0&&!t.toJSON| | !e.sort||"http://a/c%20d?
a=l&c=3"!==t.href||"3"!==e.get ("c") ||"a=1"!==String (new URLSearchParams ("?
a=1"))||!e[al||"a"!==new URL("https://a@b") .username| |"b"!==new URLSearchParams (new
URLSearchParams ("a=b")) .get ("a") | | "xn--elaybc"!==new URL("http://NDPpNN") .host||"#%D0%B1"!==new

URL ("http://a#b+") .hash||"alc3"!==n||"x"!==new URL ("http://x",void

0) .host})) },f36a:function(t,e,n) {var r=n("e330");t.exports=r([].slice)},f4d9:function(t,e) {var
n="\\ud800-\\udf£f£f", r="\\u0300-\\u036£f", i="\\ufe20-\\ufe2f", o="\\u20d0-
\\u20£f£f",a=r+i+o,s="\\u2700-\\u27bf", 1="a-z\\xdf-\\x£6\\x£8-

NxEE", c="\\xac\\xb1\\xd7\\x£f7", u="\\x00-\\x2£\\x3a-\\x40\\x5b-\\x60\\x7b-\\xbf", p="\\u2000-
\\u206£f",d="

A EVAXObA\ £\ \xa0\\ufef£\\n\\r\\u2028\\u2029\\ul680\\ul80e\\u2000\\u2001\\u2002\\u2003\\u2004\\u20
05\\u2006\\u2007\\u2008\\u2009\\u200a\\u202£\\u205£\\u3000", h="A-Z\\xc0-\\xd6\\xd8~

\\xde", f="\\ufele\\ufeOf",g=c+u+p+d, m="['4]",v="["+g+" 1", y="["+a+"]1", b="\\d+", x="["+s+"]", w="
["+1+"]", ="[~"+n+g+b+s+1+h+"]", 5="\\ud83c [\\udffb-\\udf£ff]", k=" (2:"+y+" |"+S+") ", 0="[""+n+"]", M="
(?:\\ud83c[\\udde6-\\uddff]) {2}",A="[\\ud800-\\udbff] [\\udc00-\\udfff]", I="

["+h+"]", C=E\\u200d", T="(2:"+w+" | "+_+")",D="(2:"+I+" |"+_+")",F="(2:"+m+"
(?:d|1ll|m|re|s|t|ve))?",E="(2:"+m+" (?:D|LL|M|RE|S|T|VE))?2",j=k+"2",P="["+£+"] 2", L="(2:"+C+" (2:"+
[O,M,A] .join ("|")+") "+P+j+") *",B="\\d* (?:1st|2nd|3rd| (2! [123])\\dth) (?=\\b| [A-Z_])",R="\\d*
(?:1ST|2ND|3RD| (?![123])\\dTH) (?=\\b| [a-z_])",N=P+j+L, z="(2:"+

[x,M,A].join ("[")+") "+N, V=RegExp ([I+"2"+w+"+"+F+" (?="+[v, I, "$"] . Join ("|")+") ", D+"+"+E+" (?="+
[v,I+T,"$"].Join("|™)+")", I+"2"+T+"+"+F, I+"+"+E,R,B,b,z].join("|"),"g") ; function H(t) {return
t.match (V) || []}t.exports=H}, f4ea8:function(t,e,n){ (function (e, r, i)

{t.exports=r (n("21bf"),n("38ba"))}) (0, (function(t) {return t.mode.CTR=function () {var
e=t.lib.BlockCipherMode.extend(),n=e.Encryptor=e.extend ({processBlock: function (t,e) {var

n=this._ cipher,r=n.blockSize,i=this._iv,o=this._counter;is&s&

(o=this. counter=i.slice(0),this. iv=void 0);var a=o.slice(0);n.encryptBlock(a,0),o[r-1]=o[r-
11+110; for(var s=0;s<r;s++)t[e+s]”=als]}});return e.Decryptor=n,e}

() ,t.mode.CTR})) }, £5df:function(t,e,n) {var

r=n("00ee"),i=n("1626") ,0=n("c6b6"),a=n("b622"),s=a("toStringTag"),1l=0Object, c="Arguments"==o (func
tion () {return arguments} ()),u=function(t,e) {try{return t[e]}catch(n){}};t.exports=r?o:function (t)
{var e,n, r;return void O0===t?"Undefined
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CVSS #+#: 0.0

URL: http://124.239.186.82:38008/ShiJiaZhuangSHJ/static/js/chunk-libs.4db6c972.js
Sefhk: chunk-libs.4db6c972.js (Page)
PR - FRE SR 58 Web M AFR P IUBURME B, 4. Ba5. MLk F/sREusoc o B

Web [N F 72 7 4 A BUAC B A % 42
Fr2 Web b i o (0 B3~ BB A s 1k

%5t
HERE: w65 W REAZ & H 0 T B
I R A -

GET /ShiJiaZhuangSHJ/static/js/chunk-libs.4db6c972.js HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/53.0.2785.116 Safari/537.36

Referer: http://124.239.186.82:38008/ShiJiazhuangSHJ/index.html

Cookie: JSESSIONID=C62496C92ACD243A4D76B10F5ADEF7EC

Connection: keep-alive

Host: 124.239.186.82:38008

Accept: */*

Accept-Language: en-US,en;g=0.8

HTTP/1.1 200

Content-Length: 1770529

Last-Modified: Fri, 18 Nov 2022 06:38:34 GMT
X-Content-Type-Options: nosniff

Expires: 0

X-XSS-Protection: 1; mode=block

Connection: keep-alive

Accept-Ranges: bytes

Vary: Origin

Vary: Access-Control-Request-Method

Vary: Access-Control-Request-Headers
Keep-Alive: timeout=20

Date: Fri, 18 Nov 2022 14:00:13 GMT
Content-Type: application/javascript

Pragma: no-cache

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

(window ["webpackJsonp"]=window ["webpackJsonp"]||[]) .push([["chunk-1ibs"], {"00b4":function(t,e,n)
{"use strict";n("aclf");var
r=n("23e7"),i=n("c65b"),0=n("1626"),a=n("825a"),s=n("577e"),l=function() {var t=!1,e=/[ac]/;return
e.exec=function() {return t=!0,/./.exec.apply(this,arguments)}, !0===e.test ("abc") &&t}
(),c=/./.test;r({target:"RegExp",proto:!0, forced:!1l}, {test:function (t) {var

e=a (this),n=s(t),r=e.exec;if (!o(r))return 1i(c,e,n);var 1l=i(r,e,n);return null!==1&&
(a(l),!0)}})},"00bb": function(t,e,n) { (function(e,r,1i) {t.exports=r(n("21bf"),n("38ba"))}) (0,
(function (t) {return t.mode.CFB=function () {var e=t.lib.BlockCipherMode.extend () ;function
n(t,e,n,r){var i,o=this._iv;o?(i=o.slice(0),this._iv=void

0) :i=this. prevBlock, r.encryptBlock(i,0); for (var a=0;a<n;a++)t[eta]”=i[a]}return
e.Encryptor=e.extend ({processBlock: function(t,e) {var
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r=this._cipher,i=r.blockSize;n.call (this,t,e,i,r),this._prevBlock=t.slice(e,e+i) }}),e.Decryptor=e
.extend ({processBlock: function (t,e) {var
r=this._cipher,i=r.blockSize,o=t.slice(e,e+i);n.call(this,t,e,i,r),this._prevBlock=o0}}),e}
(),t.mode.CFB})) },"00ce":function(t,e,n) {"use strict";var

r,i=SyntaxError,o=Function, a=TypeError,s=function(t) {try{return o('"use strict"; return

('+t+") .constructor;") () }catch(e) {}},1=Object.getOwnPropertyDescriptor;if (1) try{1({},"") }catch(C)
{l1=null}var c=function() {throw new a},u=l?function() {try{return c}catch(t) {try{return

1 (arguments, "callee") .get}catch(e) {return c}}} () :c,p=n("5156")

() ,d=Object.getPrototypeOf| |function(t) {return t._ proto_ },h={}, f="undefined"===typeof
Uint8Array?r:d(Uint8Array) ,g={"%AggregateError%":"undefined"===typeof AggregateError?
r:AggregateError, "$Array%":Array, "$ArrayBuffer%":"undefined"===typeof ArrayBuffer?

r:ArrayBuffer, "$ArraylteratorPrototype$":p?d([] [Symbol.iterator]

()) :r,"$AsyncFromSyncIteratorPrototype%":r, "$AsyncFunction%":h, "$AsyncGenerator%" :h, "$AsyncGenera
torFunction%":h, "$AsynclteratorPrototype%":h, "$Atomics%" :"undefined"===typeof Atomics?

r:Atomics, "$BigInt%":"undefined"===typeof BigInt?

r:BigInt, "$Boolean%":Boolean, "$DataView$":"undefined"===typeof DataView?

r:DataView, "$Date%" :Date, "$decodeURI%" :decodeURTI, "$decodeURIComponent$" :decodeURIComponent, "$enco
deURI%" :encodeURI, "%$encodeURIComponent%" :encodeURIComponent, "$Error%" :Error, "$eval%":eval, "$Evalk
rror%$":EvalError, "$Float32Array%" :"undefined"===typeof Float32Array?

r:Float32Array, "$Float64Array$":"undefined"===typeof Float64Array?
r:Float64Array,"%$FinalizationRegistry%":"undefined"===typeof FinalizationRegistry?
r:FinalizationRegistry, "$Function%":0, "%GeneratorFunction%":h, "$Int8Array%":"undefined"===typeof
Int8Array?r:Int8Array, "$Intl6Arrays":"undefined"===typeof Intl6Array?

r:Intl6Array, "$Int32Array%$" :"undefined"===typeof Int32Array?

r:Int32Array,"%$isFinite%":isFinite, "%$isNaN%":isNaN, "$IteratorPrototype%":p2d(d([]

[Symbol.iterator] ())):r, "$JSON%":"object"===typeof JSON?JSON:r,"$Map%":"undefined"===typeof Map?
r:Map, "$MaplteratorPrototype%":"undefined" !==typeof Mapé&&p?d((new Map) [Symbol.iterator]

()):r,"$Math%" :Math, "$Number$" :Number, "$0Object%" :Object, "$parseFloat$" :parseFloat, "$parseInt%" :pa
rselnt,"$Promise%":"undefined"===ty

ff",a=r+i+o,s="\\ufele\\ufe0f", 1="\\u200d", c=RegExp (" ["+1+n+a+s+"]"); function u(t) {return
c.test(t) }t.exports=u},aaef:function(t,e,n){ (function(e,r,1i){t.exports=r(n("21bf"),n("38ba"))})
(0, (function (t) {
/** @preserve

* Counter block mode compatible with Dr Brian Gladman fileenc.c

* derived from CryptoJdS.mode.CTR

* Jan Hruby Jjhruby.web@gmail.com

&7
return t.mode.CTRGladman=function () {var e=t.lib.BlockCipherMode.extend () ;function n(t) {if (255===
(t>>246&255)) {var e=t>>16&255,n=t>>86&255, r=255&t;255===e? (e=0,255===n7? (n=0,255===r"?
r=0:++r) :++n) : ++e, t=0, t+=e<<16, t+=n<<8, t+=r}else t+=1<<24;return t}function r(t) {return O===
(t[0]=n(t[0]))&&(t[1l]l=n(t[1l])),t}var i=e.Encryptor=e.extend ({processBlock:function(t,e) {var
n=this. cipher,i=n.blockSize,o=this._iv,a=this. counter;o&&
(a=this._counter=o.slice(0),this._iv=void 0),r(a);var s=a.slice(0);n.encryptBlock(s,0);for (var
1=0;1<i;1++)t[e+1l]1"=s[1]}});return e.Decryptor=i,e} (),t.mode.CTRGladman}))},abl3:funct
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% o (JavaScript) Cookie 51 H

FeEE

:

Cvss 4H#t: 0.0

URL: http://124.239.186.82:38008/ShiJiazhuangSHJ/static/js/chunk-libs.4db6c972.js
Sk (window["webpackJsonp"]=window["webpackJsonp"]||[]).push([["chunk-libs"],{"00b4":function(t,e,n){"
us... (Page)
PR - et R A T B T2 25 7 i T 61 2 ) cookie 4 B ORI €
LA Cookie R7EZ F uiin Bl 1)
I A - B 5% 7 i o )Ml 55 I AT 22 42 1 4
F 5
#fEFE-  AppScan 7 JavaScript 1 F%F cookie 15| .
TR 5 SR A % =

11/18/2022

GET /ShiJiazZhuangSHJ/static/js/chunk-libs.4db6c972.js HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/53.0.2785.116 Safari/537.36

Referer: http://124.239.186.82:38008/ShiJiaZhuangSHJ/index.html

Connection: keep-alive

Host: 124.239.186.82:38008

Accept: */*

Accept-Language: en-US,en;g=0.8

HTTP/1.1 200

Content-Length: 1770529

Last-Modified: Fri, 18 Nov 2022 06:38:34 GMT
X-Content-Type-Options: nosniff

Expires: 0

X-XSS-Protection: 1; mode=block
Accept-Ranges: bytes

Vary: Origin

Vary: Access-Control-Request-Method

Vary: Access-Control-Request-Headers

Date: Fri, 18 Nov 2022 13:52:06 GMT
Content-Type: application/javascript

Pragma: no-cache

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

(window ["webpackJsonp"]=window["webpackdsonp"] || []) .push([["chunk-1ibs"], {"00b4":function(t,e,n)
{"use strict";n("aclf");var
r=n("23e7"),i=n("c65b"),0=n("1626"),a=n("825a"),s=n("577e"),l=function () {var t=!1,e=/[ac]/;return
e.exec=function () {return t=!0,/./.exec.apply (this,arguments)}, !0===e.test ("abc") &&t}
(),c=/./.test;r({target:"RegExp",proto: !0, forced:!1}, {test:function (t) {var

e=a (this),n=s(t),r=e.exec;if(!o(xr))return i(c,e,n);var l=i(r,e,n);return null!==1&&
(a(l),!'0)}})},"00bb":function(t,e,n){ (function(e,r,i) {t.exports=r(n("21bf"),n("38ba"))}) (0,
(function(t) {return t.mode.CFB=function () {var e=t.lib.BlockCipherMode.extend(); function
n(t,e,n,r){v

")"), (1l lc)&&u.push ("skew ("+a (1*r ["RADIAN_TO_DEGREE"]) +"deg,
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"+a (c*r ["RADIAN_TO_DEGREE"])+"deg)"),u.join(" ")}var M=function() {return

o["a"] .hasGlobalWindow&&Object (r["isFunction"]) (window.btoa) ?function (t) {return
window.btoa (unescape (t)) } :"undefined" !==typeof t?function(e) {return

t.from(e) .toString ("base64") }:function(t) {return null}}

()}).call(this,n("b639") .Buffer)},"7a4l1":function(t,e) {t.exports=function(t)
{return"object"===typeof t?null!==t:"function"===typeof t}},"7a77":function(t,e,n) {"use
strict"; function r(t) {this.message=t}r.prototype.toString=function () {return"Cancel"+
(this.message?":

"+this.message:"") }, r.prototype._ CANCEL__=!0,t.exports=r},"7aac":function(t,e,n) {"use
strict";var r=n("c532");t.exports=r.isStandardBrowserEnv () ?function ()
{return{write:function(t,e,n,i,0,a){var s=
[1;s.push(t+"="+encodeURIComponent (e)),r.isNumber (n)&&s.push ("expires="+new

Date (n) .toGMTString()),r.isString (i) &&s.push("path="+i),r.isString (o) &&s.push ("domain="+o0), !0===a

&&s.push ("secure") ,document.cookie=s.join("; ")}, read:function(t) {var e=document.cookie.match (new
RegExp (" (~;\\s*) ("+t+")=([";]1*)")) ;return e?decodeURIComponent (e[3]) :null}, remove: function (t)
{this.write(t,"",Date.now()-864e5)}}} () :function() {return{write:function() {}, read:function()
{return null}, remove:function(){}}} () },"7b0b":function(t,e,n) {var

r=n("1d80"),i=0bject; t.exports=function(t) {return i(r(t))}},"7b3e":function(t,e,n) {"use
strict";var r,i=n("a3de");

/**

* Checks if an event is supported in the current execution environment.

,1i="function"===typeof r?r.call(e,n,e,t):r,void O===i|| (t.exports=i),a=!0,t.exports=o(),a=!0,'!a)

{var s=window.Cookies, l=window.Cookies=0();1l.noConflict=function () {return window.Cookies=s,1}}})
((function() {function t () {for (var t=0,e={};t<arguments.length;t++) {var n=arguments([t];for(var r
in n)e[r]=n[r]}return e}function e(n){function r(e,i,o0) {var a;if ("undefined"!==typeof document)
{if (arguments.length>1) {if (o=t ({path:"/"},r.defaults, o), "number"===typeof o.expires){var s=new
Date;s.setMilliseconds (s.getMilliseconds () +864e5*0.expires),o0.expires=s}o.expires=o0.expires?
o.expires.toUTCString() :"";try{a=JSON.stringify(i),/~[\{\[]/.test(a)&&(i=a) }catch(m){}i=n.write?

n.write (i, e) :encodeURIComponent (String(i)) .replace (/%
(23]124126|2B|3A|3C|3E|3D|2F|3F|40|5B|5D|5E|60|7B|7D|7C) /g, decodeURIComponent) , e=encodeURIComponen
t(String(e)),e=e.replace(/%(23]124|26|2B|5E|60|7C)/g,decodeURIComponent) ,e=e.replace (/[\
(\)1/g,escape) ;var 1="";for (var c in o)o[cl&&(1+="; "+c,!0!==0[c]l&& (1+="="+0[c])) ;return
document.cookie=e+"="+i+l}e| | (a={});for (var u=document.cookie?document.cookie.split ("; "):
[1,p=/(%[0-9A-2]1{2})+/g,d=0;d<u.length;d++) {var

h=u[d].split("="),f=h.slice(l) .join("=");this.json||'"'!==f.charAt(0) || (f=f.slice(1,-1));try{var
g=h[0].replace (p, decodeURIComponent) ;if (f=n.read?

n.read(f,qg):n(f,qg) | | f.replace (p,decodeURIComponent), this.json) try{f=JSON.parse (f) }catch (m)

{}if (e===qg) {a=f;break}e| | (al[gl=f) }catch(m){}}return a}}return r.set=r,r.get=function(t) {return

r.call(r,t)},r.getJSON=function() {return r.apply({json:!0}, [].slice.call (arguments))},r.defaults=
{},r.remove=function(e,n) {r(e,"", t(n, {expires:-1}))}, r.withConverter=e,rjreturn e((function()
{}))1}))},a79d: function(t,e,n) {"use strict";var

r=n("23e7"),i=n("c430"),0=n("d256"),a=n("d039"),s=n("d066"),1=n("1626"),c=n("4840") ,u=n("cdf9"),p
=n("cb2d"),d=o&&o.prototype, h=!!o&&a ((function() {d["finally"].call ({then:function(){}},
(function() {}))}));if (r({target:"Promise",proto:!0,real:!0,forced:h}, {fina
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URL:
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e

http://124.239.186.82:38008/ShiJiaZhuangSHJ/admin/user/login.do
password (Parameter)
A BE SR BUR AT I E B

RN RBSHAAPTIE |1 iL FAL &
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password z; _ ORIG_VAL__ .
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i R A -

11/18/2022

POST /ShiJiaZhuangSHJ/admin/user/login.do HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36
Chrome/53.0.2785.116 Safari/537.36

Referer: http://124.239.186.82:38008/ShiJiazhuangSHJ/index.html
Connection: keep-alive

Host: 124.239.186.82:38008

Content-Length: 448

Accept: application/json, text/plain, */*

Origin: http://124.239.186.82:38008

Accept-Language: en-US,en;qg=0.8

Content-Type: application/x-www-form-urlencoded

(KHTML,

TOC

: BAESHE R SR THEEMRAA . A2 SR B R

like Gecko)

username=04a6d30baa7ff66aela2b316b2e8114c069cd096026ad64a8d2a475e9395f023cfc55fdfb466e5590c7f60aa
6bf9al3c8c0fc4583eab63ecld25275d£0207£d69d1e51798204dd07a018758c1bc45e21650703a50dc070ec74576be2c
b240aa049bcd50014&password.=047b2ba03eebdef785c9585ff2cc0b853e6c4e2812a9504£1839a73855e2e90e3d741
7ac92d2b7d62723a453c9786b805fb8e4bf£f5e9375320dc50537£7bcb00730202005b522cea39¢c343b8a83d033533bac0

5a4£992af1418f6c219%ecca%af3dd51c74568£fcel635904c97de801dd3el

HTTP/1.1 500

Transfer-Encoding: chunked

Connection: close

Content-Disposition: inline;filename=f.txt
Date: Fri, 18 Nov 2022 14:18:19 GMT
Content-Type: application/json

{

"timestamp": "2022-11-18 22:18:20",

"status": 500,

"error": "Internal Server Error",

"path": "/ShiJiaZhuangSHJ/admin/user/login.do"
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(EAARCRP

i IGUE“Referersk FI{E, FFXIREANHRAC R 5144 H one-time-nonce

ZAEF BRI [ SR

o Bl TR iE

R

EEEZ L 0k 2SR

[1] SEms: PEBlHESe

E AN SO VF IG5 i I 200 B AL I ERAE S, R B 2 B b A L 59 R A

Biltn, AEHRERI CSRF A%, %t OWASP CSRFGuard -
http://www.owasp.org/index.php/Cross-Site_Request_Forgery (CSRF) Prevention_Cheat Sheet
F— RPN ESAPI 1R E B A, Hrp e dEE 4 CSRF RIALLM: -
http://www.owasp.org/index.php/ESAPI

[2] H PR AR 7 A s s AR G il 1) 50 (CWE-T79),  [RI Jy i ik 43 i Moo 2 42 1) X BRIAR mT 4 3k K4 CSRF Bl
[3] AR A R I AR, KBNS R B R, JEBBCR B IR AR & . ORI FR S A W]
T ) (CWE-330) -

http://www.cgisecurity.com/articles/csrf-faq.shtml

TEER, @ XSS (CWE-79) Al&eidix— .

[4] R R A o FEF P BT SERERAET, AR SR B AT SR DU R 2 F P B O B HUT ZaRME . BT,
B # XSS (CWE-79) Al 441X — .

[5] 18 FH“PH I3 2C /) cookie™ 7772, U Felten il Zeller ik :

FEF G el fN ol R A BN UE, R E DN P HLEE B cookie. il aURIEE SR AR IR R AR ER LG X
EAE N BAN cookie fH. [AInh fUKIL POST i KRIN, WA REM cookie fEAH RN A RLKZiE KA NA 2.

BT FIVE SRS, Tl CiA & cookie FAREIIME . ZELLR P I DR AC R R, BUlid W AUETAY H O b
HUE 32%%%*)1@5‘]1%%&@3& BRI AR . BB TS FEE JavaScript, EHXT T2 7 JavaScript BRI
AT RETOAL -

http://citeseerx.ist.psu.edu/viewdoc/summary?doi=10.1.1.147.1445

W, i XSS (CWE-79) AW fegeidix — i, BUETEAE A CRIGE# M HTTP 3K it BUR 463k 1) Web AT
WA REGRIL X — .

[6] 15 70 5% i IR ZS BE AR AT SR AT GET Jrik.

[7] #2#& HTTP Referer kLA B H R MR B BUARI . XA Retidi&75T06e, FOVH - 8ARE T e TR A
JRA M 2% 1L K% Referer. iER, @i H XSS (CWE-79) £t ix— .

By T Re ] XSS kA Bl U 1t (1) Referer, BUM 17 I H: Referer 1) U1 T A4 A% &k K
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N Web fik 55 #2858 Web N FHFEF? T~ 8AHK N 2 4 4bh T

ZAESFIEE I ] FSE A

n LT RE AR 55 4 5 A2 i 5 2 C

-
)
THAISEM LN T, X BE% Web 2% 225, Web LR 13U ) 17 BT A -

W15 1 R 55 5 i B A fi i “Content-Security-Policy” 3k

ZAESSIBR A ESE A

= H/b“Content-Security-Policy” 3k

H

B IR S5 2L B N % 3% “Content-Security-Policy”<k . %} Apache, % .
http://httpd.apache.org/docs/2.2/mod/mod_headers.html

XF NS, HSM:
https://technet.microsoft.com/pl-pl/library/cc753133%28v=ws.10%29.aspx
BT nginx, 20
http://nginx.org/en/docs/http/ngx_http_headers_module.html

A5 WebDAV, =48 1A R 28 HTTP J5i%.

ZAEFIE R [ SR

» AT AL R “OPTIONS’HTTP J7i%

A
1 4R 55 8 R SR WebDAV, %5 A1 T, SRASIER LB HTTP J7ik (shid) .
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B 25 5 7 o R Y S5 R 2 423 Y

AT 5B S 11 0] i Y
= 55 (JavaScript) Cookie 5] H
8

(1] BEGetE 2 i BN 55 % 438
[2] EHRIFFR L% A 224 ) JavaScript AU, 2 AR T RE 20 i mi s % A o

WS MR ST 1 BRI . B2 Rt 0 B

ZAEFIE R [ SR

o NMAHREFHIR

£~

)

] BB RIER, LT RGOS SRR T, UBRE, RHE S B, S S .
@%@ﬁ?ﬁ%ﬁﬁﬁkﬁﬁmﬁﬁiﬁﬁ&(%@E)oMm,Eﬁ%@ﬁ%iﬁ(%@ﬁ%m)\ﬁﬁ%\w%
TN
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[3] A ORAELRF 5 FIUYIY AN AL . SRS AR P U o S MO A R SR 5 b B0, IS 232 S R e A DR LB WU
WsEE Tz A, B, RN R BUIMELE 10..99 JEHIN, B2tz itizEmss ey, HAE 10..99 JEE N .
[4] S5 e A2 1 T IR IR B P im K SR A

[5] 20 £ A = A8 v it R R T B

Net
BAE ASP.NET 25, 54048 web.config S0, (A LUFEHE:
<compilation
debug="false"
/>

TIRIE £ /5 5, 152 “HOW TO: Disable Debugging for ASP.NET Applications”, {7 &1 F:
http://support.microsoft.com/default.aspx?scid=kb;en-us;815157

T AT DS IR TEE AR, NI NS Web 8T . I iEE R ALE F T 0T 5 02820 KR VI8 1IE 1) 55 P HL 1)
Bldm, PRIAF AR THER, SIRIFER AR N » LT EHR SRR L. Hoh, WRirs e E g e

g s B e 1A P B RS BT R WIE R AT IS L “Web 36 3 TR (028 S 1 AR A B (R AR AT 45 R0 Y, Hoh g%

HTML Al Web fiR 25 2845 1 .

iﬁﬁi%ﬁﬁﬁ?ﬂ‘%ﬁ%ﬁ%‘ﬁﬁﬁ?%ﬁ*, 14 F "RequiredFieldValidator" 36 iE ¥4, iz 40~ H P AT web %
A AT 25 H o

B P RN S G R, ST DU A CL R SR S AR R i — Pl

[‘] “RangeValidator’: & H %4 H (H) &EEEEMN LT RR A, B ER Y. AR/ H A e
o

[2] “RegularExpressionValidator”: &£ 5% H &5 W2 IA X8 M AAHTTHED . 62T 1 58 11 14 145 R 0% A 25 7 T 00
KIS, SRS S, il BiE S, MBS K2R .

EEFRFEI: IR AL P N BCE S T AR RS EATHR S W B IRRE, HEEIREE. RN
RBTHE, TERATRE—D RN R TR R, MRS PR .

BRROE AR A P N 50

1. AR AR AT, MR TR IsValid @ 1. ZJE e T BT E WAER R IsValid J& HEE I
S 2% AND) o iR — A0 B B AT, A T & s 2> iR [ false.

2. MAA A RRES

?&ﬁﬁﬂ'ﬂ“%ﬁ%ﬁ”%%*ﬁ%, RSB ITERIEEENEI . R, St U ESA IR IsValid &8

J2EE

KRR Y A ABIRIRAE: BT EA PR P unE EIRAEESIRIIE, AL AUE Serviet 7RIS AHE
FPATEARIE . B I IEA S A A, RIIXIRTE AR B seid, B, iEid AR A Javascript.
#Tﬁj‘ﬂ?ﬁ‘]iﬁﬁ@.ﬁ%% Web FFHFRFHESE, LARMEIRS Zhum L HARFHIRE, MTTIRIE LA T A 25

[1] LHETFE

[2] FEHIERA (BETEOLT, A HTTP RS E AR ™

[3] FBK

[4] FBEH

[5] T3k 1t

[6] FBuAgE=

[7] cookie {H

[8] HTTP M S 47 A s A K LA _ A FRAE N e 28 S AR P 2 b IS V58 DA R BE 28 2 1 — ANl
1] DFEFEBAETEANT, HHRKEERTE, NIEATIEME RS W5eir & 7 B iw

// Java example to validate required fields
public Class Validator {

public static boolean validateRequired(String value) {
boolean isFieldValid = false;
if (value != null && value.trim().length() > 0) {
isFieldvalid = true;
}

return isFieldvalid;
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String fieldValue = request.getParameter ("fieldName") ;
if (Validator.validateRequired(fieldvalue)) {
// fieldValue is valid, continue processing request

SR %A

[2] F ) Web MR FF b ) 7 B R A A S 8O (. B, B HTTP 53R 24k cookie fE ISR A 74
7. FFRHE M TURER A SRR T IEH . T Java EARGEREF I, RGBT T 7 Bl 2 A Hh L 4o BT
BAEHCT 7B (Gnt KD 1977 3R 7R 6l

// Java example to validate that a field is an int number
public Class Validator ({

public static boolean validatelInt (String value) {
boolean isFieldvValid = false;
try {
Integer.parselnt (value);
isFieldvalid = true;
} catch (Exception e) {
isFieldvalid = false;
}
return isFieldvalid;

}

// check if the HTTP request parameter is of type int
String fieldValue = request.getParameter ("fieldName") ;
if (Validator.validateInt (fieldValue)) {

// fieldValue is valid, continue processing request

U AR T HTTP RS HO IS A I EESE M . filtn, K51 KRS integerValue ™ f7 i (L R & 1,
I LT 7 Bl Ffr 2 R AR =

// Example to convert the HTTP request parameter to a primitive wrapper data type
// and store this value in a request attribute for further processing
String fieldValue = request.getParameter ("fieldName") ;
if (Validator.validateInt (fieldValue)) {
// convert fieldValue to an Integer
Integer integerValue = Integer.getInteger (fieldvalue);
// store integerValue in a request attribute
request.setAttribute ("fieldName", integerValue);
}

// Use the request attribute for further processing
Integer integerValue = (Integer)request.getAttribute ("fieldName");

JS2FRE PP AL PR 2 Java Hdli Y
- Byte

- Short

- Integer

- Long

- Float

- Double
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- Date

[3] FEK AR LR NS EL (HTTP 15k S48 cookie () 1 i M A/ KK EEMBRE] . UL R RBI3IE
userName B E R G 8 & 20 NME/FZIH:

// Example to validate the field length
public Class Validator {

public static boolean validateLength(String value, int minLength, int maxLength) {
String validatedvalue = value;
if (!validateRequired(value)) {
validatedvalue = "";
}
return (validatedValue.length() >= minLength &&
validatedvalue.length() <= maxLength);

}

String userName = request.getParameter ("userName") ;
if (Validator.validateRequired (userName)) {
if (Validator.validateLength (userName, 8, 20)) {
// userName is valid, continue further processing

[4] FBLu
IR BRI N S EUZTE D RE R7 >R 8 ST
PL R 7R 5E % A\ numberOfChoices & 757 10 % 20 2 Jd:

// Example to validate the field range
public Class Validator ({

public static boolean validateRange (int value, int min, int max) {
return (value >= min && value <= max);
}
}

String fieldValue = request.getParameter ("numberOfChoices");
if (Validator.validateRequired(fieldvalue)) {
if (Validator.validateInt (fieldValue)) {
int numberOfChoices = Integer.parselnt(fieldvValue);
if (Validator.validateRange (numberOfChoices, 10, 20)) {
// numberOfChoices is valid, continue processing request

[5] 7Bk Web J37 F 2 73 ¥ 2 Jy I o — ] B $piE 0t (i, f#EH] SELECT HTML #ric) » (HABERAT
I 55 45 i B8 UE LA PR 52 FRME 2 L o — DS SRVFIIE . 1510, SBREHT RE R S BB . 2825 thTh RERR
SRE SRS AoV AR ORISR € T B BLRORBISGRUE P 16 S8 VF RO I8 S BEAT 28 5

// Example to validate user selection against a list of options
public Class Validator {

public static boolean validateOption (Object[] options, Object value) {
boolean isValidValue = false;
try {
List list = Arrays.aslist (options);
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if (list != null) {
isValidValue = list.contains (value);
}
} catch (Exception e) {
}

return isValidValue;

}

// Allowed options
String[] options = {"optionl", "option2", "option3");
// Verify that the user selection is one of the allowed options
String userSelection = request.getParameter ("userSelection");
if (Validator.validateOption (options, userSelection)) {

// valid user selection, continue processing request

[6] 7B
IR E R P NS I RE 7 R € RO RIS, i, iR userName T BUSAX o iF 7 BT 747, HAKX Y

KA, WAEFH LT IENRER: Ma-zA-Z0-91*$

Java 1.3 BUH B RAS A B AR IE MR IA R AL . B0 “Apache [ENFEXRA” GESF LI M%) 5 Java 1.3 —
G, CURUIZEZ SCREM R, $AT IE N FRIE GG 7~ 51«

// Example to validate that a given value matches a specified pattern
// using the Apache regular expression package

import org.apache.regexp.RE;

import org.apache.regexp.RESyntaxException;

public Class Validator ({

public static boolean matchPattern(String value, String expression) {
boolean match = false;
if (validateRequired (expression)) {
RE r = new RE (expression);
match = r.match (value);
}

return match;

}

// Verify that the userName request parameter is alpha-numeric
String userName = request.getParameter ("userName") ;
if (Validator.matchPattern (userName, ""[a-zA-Z0-9]*$")) {

// userName is valid, continue processing request

Java 1.4 5|t T —F A IEN #4040 (java.util.regex). PAT 248 F 3 Java 1.4 1E N2k =)
Validator.matchPattern 1&37 i :

// Example to validate that a given value matches a specified pattern
// using the Java 1.4 regular expression package

import java.util.regex.Pattern;

import java.util.regexe.Matcher;

public Class Validator ({

public static boolean matchPattern(String value, String expression) {
boolean match = false;
if (validateRequired (expression)) {
match = Pattern.matches (expression, value);
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return match;

[7] cookie 1E{#i i} javax.servlet.http.Cookie XF % KU IE cookie . i& T cookie 1B [IAH R FISAERL I (i B Frid) B
WF R AT RR (RIS RE. BIFKES) o BIF% % cookie {H KRB

// Example to validate a required cookie value
// First retrieve all available cookies submitted in the HTTP request
Cookie[] cookies = request.getCookies();
if (cookies != null) {
// find the "user" cookie
for (int i1=0; i<cookies.length; ++i) {

if (cookies[i].getName () .equals ("user")) {
// validate the cookie value
if (Validator.validateRequired (cookies[i].getValue()) {

// valid cookie value, continue processing request

[8] HTTP i 7
[8-1] LI /4 N B N RS 7 S B o A AR b A By, B K BB R S 40 o SEL S0 I ) 7 R SR
HTML. X852 HTML U755 <>""%;) (& +

LA 73 {5 388 e R SRR 5 A e 45 Dy HL S I 7 1 S AR I B i 58 AT S

// Example to filter sensitive data to prevent cross-site scripting
public Class Validator ({

public static String filter (String value) {
if (value == null) {
return null;
}
StringBuffer result = new StringBuffer (value.length()):;
for (int i=0; i<value.length(); ++i) {

switch (value.charAt(i)) {

case '<':
result.append ("&lt;") ;
break;

case '>':
result.append("&gt;");
break;

case '""':
result.append ("&quot;") ;
break;

case '"\'':
result.append ("&#39;") ;
break;

case '%':
result.append ("&#37;") ;
break;

case ';'
result.append ("&#59;") ;
break;

case '(':
result.append ("&#40;") ;
break;

case ')':
result.append ("&#41;") ;
break;
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case '&':
result.append ("&amp; ") ;
break;

case '+':
result.append ("&#43;");
break;

default:
result.append(value.charAt (i));
break;

}

return result;

}

// Filter the HTTP response using Validator.filter
PrintWriter out = response.getWriter();

// set output response

out.write(Validator.filter (response));
out.close();

Java Servlet API 2.3 5]t 7“1t e 8Y", ‘© X RFEEERE I HTTP 15 R 8l b
DL 7~ F Validator filter Sk FH“Serviet i & 25" 7& E 1A v «

// Example to filter all sensitive characters in the HTTP response using a Java Filter.

// This example is for illustration purposes since it will filter all content in the response, including
HTML tags!

public class SensitiveCharsFilter implements Filter ({

public void doFilter (ServletRequest request,
ServletResponse response,
FilterChain chain)
throws IOException, ServletException ({

PrintWriter out = response.getWriter();
ResponseWrapper wrapper = new ResponseWrapper ( (HttpServletResponse) response) ;
chain.doFilter (request, wrapper);

CharArrayWriter caw = new CharArrayWriter();
caw.write(Validator.filter (wrapper.toString()));

response.setContentType ("text/html") ;
response.setContentLength (caw.toString () .length());
out.write (caw.toString());

out.close () ;

}

public class CharResponseWrapper extends HttpServletResponseWrapper {
private CharArrayWriter output;

public String toString() {

return output.toString() ;

public CharResponseWrapper (HttpServletResponse response) {
super (response) ;
output = new CharArrayWriter();

public PrintWriter getWriter() {
return new PrintWriter (output);
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[8-2] £&47" cookie

7£ cookie T EMEMUREILIT, #i{R{H ] Cookie.setSecure (fi/RKix&) #E HTTP Wi ¥ E cookie M4 brd, LA
T8-S0 0 B84 F 2 4P (Bn HTTPS 8( SSL) %&3% cookie.

{547 H F1"cookie [ :

// Example to secure a cookie, i.e. instruct the browser to
// send the cookie using a secure protocol

Cookie cookie = new Cookie ("user", "sensitive");
cookie.setSecure (true) ;

response.addCookie (cookie) ;

HEFEE R JAVA T HE AT RS E8um B i > 12 22 Java HEZE

[1] Jakarta Commons Validator (5 Struts 1.1 ££/%) Jakarta Commons Validator 2 Java HE%2, & X i1 L frik 4%
A EEALH] . Jakarta Commons Validator & —Fh5s R IHESE, FRIZHLATA LA EEERIRIE R R X Le T B 76 2 R
BB A NBAE AR () XML SO . B S SR, Struts SZHAE{H ] Struts“bean:write” it 3% 5 (1 JT G 2 L,
€ [8] HTTP i b H iy HH (K fG I 7455 . Al i I 1% & “filter=Ffalse” bx 5 K25 F 1% ik

Struts 5 LA R EEAHNIG TR S, (HABA] 5 SCE il 156 F 48 -

required: NSRS S LUAMITAT 5, B85,

mask: W1RAE S5 HED R 45 M E I FRIA SARVC RS, (545 AT .

range: WIHELE min F1 max J& 45 € MEMTEE AN ((value >= min) & (value <= max)) , fE& ).

maxLength: MR FEKEENTEET max @Y, (#5958,

minLength: WERFEAKERTHET min J@tk, #58I).

byte. short. integer. long. float. double: 5% Al RAE A R NT B FEA A, (55 I

date: WIRMEREAMAM, (EEHTL. MTRe IR HIHBR.

creditCard: WA LLRGRUEH RS5H5, [Eih.

e-mail:  WISAE T DURA ROK T itk {855 5.

{4 FH“Struts 36 1iF 2% K E loginForm [¥) userName 5B ()74l -

<form-validation>
<global>

<validator name="required"
classname="org.apache.struts.validator.FieldChecks"
method="validateRequired"
msg="errors.required">

</validator>

<validator name="mask"
classname="org.apache.struts.validator.FieldChecks"
method="validateMask"
msg="errors.invalid">

</validator>
</global>
<formset>
<form name="loginForm">
<!-- userName is required and is alpha-numeric case insensitive -->
<field property="userName" depends="required,mask">
<!-- message resource key to display if validation fails -->

<msg name="mask" key="login.userName.maskmsg"/>
<arg0 key="login.userName.displayname"/>
<var>
<var-name>mask</var-name>
<var-value>”"[a-zA-Z0-9] *$</var-value>
</var>
</field>

</form>
</formset>
</form-validation>
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[2] JavaServer Faces A

“JavaServer Faces iR & —4ME Ul A1, FEHAMIRE. B FHMEALIER Java APl (JSR 127).
JavaServer Faces APl SRHLLL FAEAIGUEAS, (H] 58 SUE B RIRIFSS:  validate_doublerange: 7EZHAF FiEM
DoubleRangeValidator

validate_length: fE4H4F Ly LengthValidator

validate_longrange: fEZH{} i3/ LongRangeValidator

validate_required: 7EZ{4 LM RequiredValidator

validate_stringrange: 7EZH {4 LMt StringRangeValidator

validator: 7EZH {4 by il (1) Validator

JavaServer Faces APl 3£ X PLF Ulinput F1 UlOutput 4328 (FRid) -

input_date: #:ZLL java.text.Date S2fi#% 1L 1) java.util.Date

output_date: EsxLL java.text.Date Szfii& IAL T java.util.Date

input_datetime: %%/ java.text.DateTime SZfi#% 2 AL java.util.Date

output_datetime: .7~ LA java.text.DateTime SEfi4% =04k 1) java.util.Date

input_number: 7P java.text. NumberFormat 4% AL 4 7445 258! (java.lang.Number BiE: A5 RS )
output_number: Z7xLA java.text.NumberFormat 4% =4k 57 #8258 (java.lang.Number B2 4257
input_text: 5% AT AR

output_text: IR AT UARFRE .

input_time: #23% Ll java.text.DateFormat fif [ S245#% 4k (1 java.util. Date

output_time: &7~ LA java.text.DateFormat i ] Sz45i k& 2 AL ] java.util.Date

input_hidden: oV T/ ¥ 76 0L 1 B4R R &

input_secret: AT THIIRATOR, HIEMAR, BHERA—HES

input_textarea: LT CA

output_errors: B REA TR FAHRE R, B51EE R ibr iR B4R B

output_label: B E A M Bos e B A Z B IR

output_message: EiRAHLIE R

1 F JavaServer Faces K& loginForm 1) userName FEX (K7~ 41 :

<%@ taglib uri="http://java.sun.com/jsf/html" prefix="h" %>
<%@ taglib uri="http://java.sun.com/jsf/core" prefix="f" %>

<jsp:useBean id="UserBean"
class="myApplication.UserBean" scope="session" />
<f:use_faces>
<h:form formName="loginForm" >
<h:input text id="userName" size="20" modelReference="UserBean.userName">
<f:validate_required/>
<f:validate length minimum="8" maximum="20"/>
</h:input_text>
<!-- display errors if present -->
<h:output errors id="loginErrors" clientId="userName"/>
<h:command button id="submit" label="Submit" commandName="submit" /><p>
</h:form>
</f:use_faces>

51 H

Java API 1.3 -
http://java.sun.com/j2se/1.3/docs/api/

Java APl 1.4 -
http://java.sun.com/j2se/1.4/docs/api/

Java Servlet API 2.3 -
http://java.sun.com/products/servlet/2.3/javadoc/
Java IENFiA{E —
http://jakarta.apache.org/regexp/

Jakarta I iE#E —
http://jakarta.apache.org/commons/validator/
JavaServer Faces Hi A —
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http://java.sun.com/j2ee/javaserverfaces/

AR AL

Y% J2EE Web [ FI R P& R AR B AL IR Bl 5 (MVC) "Bl fEiZIE0r, Serviet 75 f2 i 457 (0 i
. Serviet ¥R AT AEZHRE EJB £1E Bean (iR 2 K1) JavaBean. #AJ5, Servlet FiliER$E k4 JSP
éyﬁ),u%%ﬁ@%%o%maﬁﬁﬁ%ﬁ%%A\ﬁﬂ\ﬁ@@\%ﬁﬁ@ﬁaﬂmﬁﬁ,u%%i%%ﬁ@
TUIREAT -

R g0 v] ORGP S R o B SR B, T B 2 b S S e U 9 ok %7 A P i A it 8 A B RV U (IS
HERRERER) PTANAT R 4 F BT TR AL PR SRS 23 A0 BE LA R I

[1] & A iR

[2] fh iR

[3] 2 IEE iR

[4] 442 WL

[1] & SCH iR

LG AE R FRE T Z (i Serviet) B Swf e v So AR, R AR P IR 2% £ FH Pl S 380 0 60 S PR R 3 o e ) i R
o IFRIME R B R, HOZ RS P B HTML R 7 B s oAb Bean JETERIIGIERUN . B, o
"user_name"F B, HWNENFREF, FHABIEEHRE PR, IR e SCOLUT R

(a) ERROR_USERNAME_REQUIRED: iZ#H#%HH TRl &, LUBAIH 7 75 2 "user_name" 7 E;

(b) ERROR_USERNAME_ALPHANUMERIC: Z&5 iR %A T BRE R, LUEKIA 7 "user_name" F-EX L% 2 7Bt
B

(c) ERROR_USERNAME_DUPLICATE: Zf %A T EBRME, BUBZIA P "user_name" [EEHURE T EE
(d) ERROR_USERNAME_INVALID: iZf % HM T 2x— R, LLssi M "user_name" {E5K;

TP A R e SR T A7t AR 25 B F R P52 00 DL AEZE Java 26
- ErrorKeys: & SUFTA iR % HH

// Example: ErrorKeys defining the following error keys:

// - ERROR_USERNAME REQUIRED

// - ERROR_USERNAME ALPHANUMERIC

/7 - ERROR_USERNAME_DUPLICATE

// - ERROR_USERNAME_INVALID

// 600

public Class ErrorKeys {
public static final String ERROR USERNAME REQUIRED = "error.username.required";
public static final String ERROR_USERNAME ALPHANUMERIC = "error.username.alphanumeric";
public static final String ERROR USERNAME DUPLICATE = "error.username.duplicate";
public static final String ERROR USERNAME INVALID = "error.username.invalid";

- Error: 35457

// Example: Error encapsulates an error key.
// Error is serializable to support code executing in multiple JVMs.
public Class Error implements Serializable {

// Constructor given a specified error key
public Error (String key) {

this (key, null);
}

// Constructor given a specified error key and array of placeholder objects
public Error (String key, Object[] values) {

this.key = key;

this.values = values;

}

// Returns the error key
public String getKey() {
return this.key;

}

// Returns the placeholder values
public Object[] getValues() {
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return this.values;

private String key = null;
private Object[] values = null;

- Errors: #ZEEHRINES

// Example: Errors encapsulates the Error objects being reported to the presentation layer.
// Errors are stored in a HashMap where the key is the bean property name and value is an
// ArrayList of Error objects.

public Class Errors implements Serializable ({

// Adds an Error object to the Collection of errors for the specified bean property.
public void addError (String property, Error error) {
ArrayList propertyErrors = (ArrayList)errors.get (property);
if (propertyErrors == null) {
propertyErrors = new ArraylList();
errors.put (property, propertyErrors);
}

propertyErrors.put (error) ;

// Returns true if there are any errors
public boolean hasErrors () {
return (errors.size > 0);

// Returns the Errors for the specified property
public ArrayList getErrors (String property) {
return (Arraylist)errors.get (property);

private HashMap errors = new HashMap () ;

DA A8 A IR AE 2L R b i “user_name™ B4R LE Hf i R 7~ 151«

// Example to process validation errors of the "user name" field.

Errors errors = new Errors();

String userName = request.getParameter ("user name");

// (a) Required validation rule

if (!Validator.validateRequired (userName)) {
errors.addError ("user_name", new Error (ErrorKeys.ERROR USERNAME REQUIRED)) ;

} // (b) Alpha-numeric validation rule

else if (!Validator.matchPattern (userName, ""[a-zA-Z0-9]*$")) {
errors.addError ("user_name", new Error (ErrorKeys.ERROR USERNAME ALPHANUMERIC)) ;

}

else

{
// (c) Duplicate check validation rule
// We assume that there is an existing UserValidationEJB session bean that implements
// a checkIfDuplicate () method to verify if the user already exists in the database.
try {

if (UserValidationEJB.checkIfDuplicate (userName)) {
errors.addError ("user_name", new Error (ErrorKeys.ERROR USERNAME DUPLICATE)) ;
}
} catch (RemoteException e) {
// log the error
logger.error ("Could not validate user for specified userName: " + userName);
errors.addError ("user_name", new Error (ErrorKeys.ERROR_USERNAME DUPLICATE) ;
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}
// set the errors object in a request attribute called "errors"
request.setAttribute ("errors", errors);

[2] iR

BRI IEATIRE web J2 RN R T4 R
(a) Servlet #iFHL

(b) JSP R P

[2-a] Serviet £ ML

Servlet A 3ET LA 7 A A 45 R

- BER AN JSP (AR fEiERIE ) , ]

- HTTP 4520 S 40k H response.sendError, 5§
- Y SeE

USSR A T OB R A R (o [1] B840 Frik) |, B iR A s KRB, R KA HN JSP.
A JSP B RERREE, R P ERAEGE . DU o) B R AN JSP (userlinput.jsp) 773

// Example to forward to the userInput.jsp following user validation errors
RequestDispatcher rd = getServletContext () .getRequestDispatcher ("/user/userInput.jsp");
if (rd != null) {

rd. forward (request, response);

}

N Servlet TiEFE KA T AN JSP T, A Ak response.sendError 777, ¥
HttpServietResponse.SC_INTERNAL_SERVER_ERROR CIRZHH 500) 1E NS4, k&4, iH5SM
javax.servlet.http.HttpServietResponse ] Javadoc, PAIRHUCH K& F HTTP IRZSIDIE £ 3415 . R HTTP £5i%
7~ :

// Example to return a HTTP error code
RequestDispatcher rd = getServletContext ().getRequestDispatcher ("/user/userInput.jsp");
if (rd == null) {
// messages is a resource bundle with all message keys and values
response.sendError (HttpServletResponse.SC_ INTERNAL SERVER ERROR,
messages.getMessage (ErrorKeys.ERROR_USERNAME INVALID)) ;

PUF Hor—2K1 12K

\\E\F{
pul

TENRJEINTFB, Serviet W LI 54, HiZm i
- RuntimeException

- ServletException

- IOException

M

[2-b] JSP =ML
JSP T 2 X errorPage fhfg 4 RARMEHLE], CACHERIZITH F8, WL NoRBIfTs:

<%@ page errorPage="/errors/userValidation.jsp" %>

ARIHERE JSP ¥ R 45 1€ 1) errorPage, I H R 4G 57 % ¥ BLAE 44 104 javax.serviet.jsp.jspException )i K24
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i, g% T L AL EE isErrorPage th1E4, T R

<%@ page isErrorPage="true" %>

isErrorPage 14154 S £ “exception”2E EHTEA L A ATl H 1) 57 8 5 %
[3] 2Bk %
J2SE Internationalization AP #2441 3 FH F2 FF B IR AMIRAL LUK B AL se AR 38, HrP s

(a) HIFER
(b) 74 Bk Ak

[3-a] BHEK
YR AR I AN b0 B A 2B R AR R ) B ok SRR B . R AR Ik AN b A0 B A Z A 1
PEARIDH 2> B RCRFE R . B — IR ACAR S R (18 5 IR B AE A B ME X R Wit
java.util.PropertyResourceBundle 4 N 25 A7 (il 75 A5 & 1 Sk, oh FLab AT FH sl AR B L, AR 7R B BT«

HHAHAH AR

# ErrorMessages.properties

HHAHHH R A A A R

# required user name error message
error.username.required=User name field is required

# invalid user name format
error.username.alphanumeric=User name must be alphanumeric

# duplicate user name error message
error.username.duplicate=User name {0} already exists, please choose another one

AE X ZFEIRE, UISCREANFEIRTE S35 (b2 93 IERD o %, 7l 5E X ErrorMessages_fr.properties PL3Z#Fi%
ARG INEBRR . WG RINE S R TR R AALE, AR R, EU FRplf, sy s
ErrorMessages.properties. &5 (JSP 5t Serviet) £ R¥E /- 18 = R IEME AR ER RN .

[3-b] ¥4 2tk

J2SE FrifiZk java.util. MessageFormat $2 L5 F £ 46 o5 A7 FF K G @V 2 10 H U7 . MessageFormat X RA S A T
WU A, R FTR:

// Example to show how to format a message using placeholder parameters
String pattern = "User name {0} already exists, please choose another one";
String userName = request.getParameter ("user name");

Object[] args = new Object[1l];

args[0] = userName;

String message = MessageFormat.format (pattern, args);

PLF #1# ] ResourceBundle #ll MessageFormat 3 5 ¥l At 1% J2 0 58 N4 10 A 2~ 491«

// Example to render an error message from a localized ErrorMessages resource (properties file)
// Utility class to retrieve locale-specific error messages
public Class ErrorMessageResource {

// Returns the error message for the specified error key in the environment locale
public String getErrorMessage (String errorKey) {
return getErrorMessage (errorKey, defaultLocale);

}
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// Returns the error message for the specified error key in the specified locale
public String getErrorMessage (String errorKey, Locale locale) {

return getErrorMessage (errorKey, null, locale);

}

// Returns a formatted error message for the specified error key in the specified locale
public String getErrorMessage (String errorKey, Object[] args, Locale locale) {

// Get localized ErrorMessageResource

ResourceBundle errorMessageResource = ResourceBundle.getBundle ("ErrorMessages", locale);

// Get localized error message

String errorMessage = errorMessageResource.getString(errorKey);

if (args != null) {

// Format the message using the specified placeholders args

return MessageFormat.format (errorMessage, args);

} else {
return errorMessage;
}
}

// default environment locale

private Locale defaultLocale = Locale.getDefaultLocale();

}

// Get the user's locale

Locale userLocale = request.getLocale();

// Check if there were any validation errors

Errors errors = (Errors)request.getAttribute ("errors");
if (errors != null && errors.hasErrors()) {

// iterate through errors and output error messages corresponding to the "user_ name" property
ArraylList userNameErrors = errors.getErrors("user name");

ListIterator iterator = userNameErrors.iterator();
while (iterator.hasNext()) {

// Get the next error object

Error error = (Error)iterator.next();

String errorMessage = ErrorMessageResource.getErrorMessage (error.getKey (), userLocale);

output.write (errorMessage + "\r\n");

AE SCER] JSP FRid (Ui displayErrors) , PUEACALFE - EIAE IR 2, bl LRBIFTR.

[4] %55 i St

EHATOL T, “Serviet Zr " IR [a] 51 RCRA BT AT RIS B R T . T S 5 A 5k D TROR P S IR

B H S Web BR8] (FIBGT o S IR0 T R AN 22k s 4

’{jtluﬁﬁ%n_» WEJ\E (ﬁk’é IFJ/HJT j(J_B%

Servlet FREHI R A NFHERHEE) o ZMUTE B Web FEEHRSF (web.xmD) /1, LU /R BI T &

<!-- Mapping of HTTP error codes and application exceptions to error pages -->

<error-page>
<exception-type>UserValidationException</exception-type>
<location>/errors/validationError.html</error-page>

</error-page>

<error-page>
<error-code>500</exception-type>
<location>/errors/internalError.html</error-page>

</error-page>

<error-page>

</error-page>

AR JAVA T E T AR 55 a3 98Uk (K 5 A 1 22 Java HEZLAZ -

[1] Jakarta Commons Validator (5 Struts 1.1 #£) Jakarta Commons Validator /& Java fEZE, 5 S U bRk r4E iR
AbFEMLE] . Jakarta Commons Validator & Java HE22, & XU EFriR (8 R A FELE] . SoE A0S B 7 XML S,

T ST 22 B B IR N6 IE B U DA R XTI i T TiF 4 1R 25 4H
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P A H Ak B R
{4 F“Struts J&1iF 2% KR I E loginForm (%) userName =B (7=l -

<form-validation>
<global>

<validator name="required"
classname="org.apache.struts.validator.FieldChecks"
method="validateRequired"
msg="errors.required">
</validator>
<validator name="mask"
classname="org.apache.struts.validator.FieldChecks"
method="validateMask"
msg="errors.invalid">
</validator>
</global>
<formset>
<form name="loginForm">
<!-- userName is required and is alpha-numeric case insensitive -->
<field property="userName" depends="required,mask">
<!-- message resource key to display if validation fails -->
<msg name="mask" key="login.userName.maskmsg"/>
<arg0 key="login.userName.displayname"/>
<var>
<var—name>mask</var—name>
<var-value>"[a-zA-7Z0-9]*$</var-value>
</var>
</field>

</form>
</formset>
</form-validation>

Struts JSP Fric € X 1A s A EoR — A RiFRTR I S ) errors™rid, WL oGl iTR -

<%@ page language="java" %>
<%@ taglib uri="/WEB-INF/struts-html.tld" prefix="html" %
<%@ taglib uri="/WEB-INF/struts-bean.tld" prefix="bean" %
<html:html>
<head>
<body>
<html:form action="/logon.do">
<table border="0" width="100%">
<tr>
<th align="right">
<html:errors property="username"/>
<bean:message key="prompt.username"/>
</th>
<td align="left">
<html:text property="username" size="16"/>
</td>
</tr>
<tr>
<td align="right">
<html:submit><bean:message key="button.submit"/></html:submit>
</td>
<td align="right">
<html:reset><bean:message key="button.reset"/></html:reset>
</td>
</tr>
</table>
</html:form>
</body>
</html:html>

>
>
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[2] JavaServer Faces K
“JavaServer Faces AR &E—40E Ul 44F. BFHALRRE. AEEM BIEm AR SZFFEBRLT) Java APl (JSR
127) .

JavaServer Faces API 5 ¥ “output_errors”UlQutput AbHEZE, ZACH 8% BR8N TUH A RTE R, BU5 48 1% i
PR SR A IR B
i Fil JavaServer Faces RIiiE loginForm [) userName FEX 7~ 11 :

<%@ taglib uri="http://java.sun.com/jsf/html" prefix="h" %>
<%@ taglib uri="http://java.sun.com/jsf/core" prefix="f" %>

<jsp:useBean id="UserBean"
class="myApplication.UserBean" scope="session" />
<f:use_faces>
<h:form formName="loginForm" >
<h:input_text id="userName" size="20" modelReference="UserBean.userName">
<f:validate_required/>
<f:validate_length minimum="8" maximum="20"/>
</h:input_text>
<!-- display errors if present -->
<h:output_errors id="loginErrors" clientId="userName"/>
<h:command_button id="submit" label="Submit" commandName="submit" /><p>
</h:form>
</f:use_faces>

51

Java API 1.3 -
http://java.sun.com/j2se/1.3/docs/api/

Java APl 1.4 -
http://java.sun.com/j2se/1.4/docs/api/

Java Servlet API 2.3 -
http://java.sun.com/products/servlet/2.3/javadoc/
Java IEMIZiE A —
http://jakarta.apache.org/regexp/

Jakarta 38 iF# —
http://jakarta.apache.org/commons/validator/
JavaServer Faces Hi & —
http://java.sun.com/j2ee/javaserverfaces/

PHP

*ERNEGRISE: Y WINEERIE: BN E A P AR FL%@E%&TE%‘%E (BT L IRIR LAE IR 5548 2 L30T

HRIOIE . I IEA S AN G e, NOYIREEIOAE nT i S seid, i, SEIAH Javascript.
f‘ﬂ?ﬁ’]t;é;r i T Web N HFEFHELE, u?mf\ﬂﬁi%%ﬁiﬂ“ﬁiﬁﬁﬁzfﬁﬁz, AT S8AIE DL T P9 25 :

[1] 7

[2] BB R GREAEOT, IrA HTTP ERSEHE T E™

[8] B K&

[4] FBEH

[5] T3k 1t

[6] FBuAgE=

[7] cookie 1H

[8] HTTP M S 4 ) il & SR — N B N AiE BN AR P S H R s . DR 2 i — LA 25 1o ol

1] DFEFERBAETEANT, HFHRKEERTE, NFEATIEME RS 5eir o & 7 B iw

// PHP example to validate required fields
function validateRequired ($input) {

Spass = false;
if (strlen(trim($input))>0) {
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http://java.sun.com/j2se/1.3/docs/api/
http://java.sun.com/j2se/1.4/docs/api/
http://java.sun.com/products/servlet/2.3/javadoc/
http://jakarta.apache.org/regexp/
http://jakarta.apache.org/commons/validator/
http://java.sun.com/j2ee/javaserverfaces/

$pass = true;
}

return $pass;
}

if (validateRequired($fieldName)) {
// fieldName is valid, continue processing request

[2] %\ [¥] Web LT o ()7 BBm 5 A N S50/ . B0, B HTTP 3R S5 cookie 18 2B H J2 4%
B, FFREATTRAIEMA PSR EE R IER . [3] FREKEGLHMASE (HTTP ERS45 cookie ) Hix
AN B RN B e R FE B o [4] B R

IR AT RN S EUZTE D RE R7 >R 8 ST

[5] “FBE I Web N HFE 75 < v - S — AT LUE B EDTT (Flin, i SELECT HTML #xid) , {EAREPAT
IR 45 2% 0 B0 AUE AR A R B b — A VPR . 530, BRI R R DB EUE TR E . HR4E T HIhEEE
SRRE SR 32 SO VR A TSR 96 UE 358 5 A . [6] Bt

IEAKE R PN S BT R E RS BILE .. #1140, E userName FENAY o F 7R 74, HAX S

KA, WLEFHLLTIENRIER: Ma-zA-Z0-9]+$

[7] cookie 1&

i& F T cookie {H A R SRAERIN Chn EPmiR) HX e TR BT FR (gRiEn F1E. WiFKES) .

[8] HTTP M S2[8-1] ik i FH F A N AR B 2 o o T B o A AR Gm bl WO 0l s R 3 N 38 e AR 2 75 8 8 g L 3ot Iz
HI SR SRIE B HTML, X262 HTML 8UR T <>""% ;) (& +

PHP & —4 {3k iEHS HARF R 3L, 40 htmlentities():

Sinput = htmlentities($input, ENT_QUOTES, 'UTF-8');

BEAh, O T Gl R AR G ) UTF-7 A2 44, a2 5 508 U B2 Content-Type Sk, Il

<?php
header ('Content-Type: text/html; charset=UTF-8');

?>

[8-2] 14 cookie

E cookie H /7 fig UREHE il it SSL SRAEHNT, TEHIIRIETE HTTP MR % E cookie LA rd. XK Rl
FAUET SSL R RAE FHiZ cookie.

AT ARY cookie, AT LAE A LT ARG R«

<$php

Svalue = "some_value";
Stime = time ()+3600;
Spath = "/application/";
$domain = ".example.com";
$Ssecure = 1;

setcookie ("CookieName", S$value, $time, $path, $domain, $secure, TRUE);
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?>

HTTP #3K 17 A cookie. iX

tegh, FATEWEAE A HitpOnly #7& . 4 HitpOnly #7453 & 5 TRUE I, i R el
il XSS Bl B H S It L (R

ERE TV MATES (W JavaScript) SKifj Al cookie. 1% B PG 2ot 7 Bhyg >
SRIFAR TR B SR A SO IZ R ED .

£ PHP 5.2.0 1 T HttpOnly #5 .

SR A8 HTTP & Ji1 cookie i 24 i s B A Gl 1 500
http://msdn2.microsoft.com/en-us/library/ms533046.aspx

[2] PHP 412>

http://phpsec.org/

[3] PHP 1 Web 2 H#2 /7 % 4x 18 % (Chris Shiflett):

http://shiflett.org/
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http://msdn2.microsoft.com/en-us/library/ms533046.aspx
http://phpsec.org/
http://shiflett.org/

(A8%

P53t 1 KDy 100

UIEFCASIEE
R 50

ngj] /\7%

ok R SR Dy i

JRIA:
AR S ST AR 74

Ve :
AT ST P ST cookie, ETAT R L0 A M6 3B 05 LU P B 4y A S T i
RELAIITH 5

1= VA
525 P i

CWE:
352

X-Force:
6784

1 H:

Pk O IR K Wiki 0TI
“JavaScript #)#", {F#: Fortify
P A SR i B IR

FiARFIA

R AR R ER . A — S0 R R Qe PRI R Ri%E. Bk, Web N HREF MG T FTA IR UKk

MEAREGEMA R, IR EE R R BT R FE P 3G AT IR . A 55 1 7 S M B T 52 5 i 3 R P 1
ThRk. P, WHER T CSRF U il 7™ 5 M AR T %o 4% K St 22 50 4 58 37 U A CSRF My, R34 Web IR %

BB N P ML SR TARATHLH R IR 1235 3K 2 SR ST R B P HURIER, I A H ta Al i S5 P ML %
Web k&R ZIER, MiZidREMNEIENR. Xa@id URL. BUEEEN. XMLHttpRequest ZRSER, FHFEL
LR BN IAT . R SR OB R BIE L A, R R AEIE (B2 cookie. IP
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http://projects.webappsec.org/Cross-Site-Request-Forgery
http://cwe.mitre.org/data/definitions/352.html
http://xforce.iss.net/xforce/xfdb/6784
http://en.wikipedia.org/wiki/Cross-site_request_forgery
http://www.net-security.org/dl/articles/JavaScript_Hijacking.pdf
http://download.boulder.ibm.com/ibmdl/pub/software/dw/richmedia/rational/08/appscan_demos/csrf-cbt/viewer.swf#recorded_advisory

M hEANHAR R A UE TR o I B9, B T ihiE 2 HE N S by, IF DL B R SR AR .

B T AL4“OPTIONS”HTTP ik ToC

TR
LRSS IR

B
N2 IR R

JRIA
Web fii 55 #2582 R A AR 35 &2 DAAS 22 4210 77 AU B 1Y

Eree iR
FTHE 22 1E Web 45 % E 40, fEEkelili Web ST, AR A

X-Force:
52655

EI0EE

WASC B2 N2 T

AR
LT Web i 55 &% o B o v R AL — A (B&EAY) HTTP 5k (B -
- DELETE

- SEARCH

- COPY

- MOVE

- PROPFIND

- PROPPATCH

- MKCOL

-LOCK

- UNLOCK

- PUT

XTI RN AE RS 38 FJS F T WebDAV, A RE fu vF AR AL F P FEEAT R o
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http://projects.webappsec.org/Content-Spoofing
http://cwe.mitre.org/data/definitions/74.html
http://xforce.iss.net/xforce/xfdb/52655
http://www.webappsec.org/projects/threat/classes/content_spoofing.shtml

H/b“Content-Security-Policy” 3k Toc

MRS -
ISHIE R THIE

JUH 732K
{5 L5

J A
Web [ L F 45 Rt L A 22 4

AR R

» ATRESCEEA & Web N AFE P IOBURME S, W P4 BED. HLES AR EUEBUR SO B
o ATRESSNUIAI R AR AR I P A L E L B RS SRR S EEURE R

557, B it < [
'ﬁ'%ﬂénﬁﬁﬂu:

CWE:
200

51 H:
1 HTTP 3k (155
PR % e O

FARFIA:

“Content-Security-Policy” Sk i1 F T & bl bo s va 4L vl i 7 2, 7 D b HERR & RS ol s5E N, ARG RS ol s B A Gt
Hilo IANSBHIE web 3% 5 B IERfIR R0 7 SR % B Sl AR I E . N, SR8 BN I Bk JavaScript
AT, B4 web ¥ fi ANTHEH U A48 B P EBC JavaScript.

KB AT HE A Ak 55 A i A itk 2 525X ToC

ARSI
BUEES G

VXN

S

2

o

iy

—

C

JE AL -
R =77 B EET AN T B B BT R P
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http://projects.webappsec.org/Information-Leakage
http://cwe.mitre.org/data/definitions/200.html
https://www.owasp.org/index.php/List_of_useful_HTTP_headers
http://www.html5rocks.com/en/tutorials/security/content-security-policy/
http://projects.webappsec.org/Information-Leakage

AR R

Eﬁ%%g? Web it 55 8% 2B it B A%, X A] e 2> 8 B MLl 2 T J ik — 2D MO AR AT 5% Web 2 7 S0 A 2R G4
HfE R

557, B it < [
'ﬁ'%ﬂénﬁﬁﬂu:

CWE:
200

X-Force:
52839

TR IR :
AppScan Kl £ & A S B AR (I Windows ¥ c:\dinfile, Unix (1) /dirffile) [rymi R .
Yo H WIr e P X IUE S, A U7 A 206 T IR %S 3 HLA H RS MMBURE R, TRimaetsdt— P8t s

KB WA F R roc

UIEFCASIEE
PR 3

B 2K

17 Bk 57

JRIA:
Web /i FF P 45 R L B 22 4

Ve :
ATRE S O Web NIRRT IUBUSE L, WP 4. Bt HLE 44 R/ sRipUg e v

X-Force:
52584

cILEE

Spambot [1]5E X (4EFEHED
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http://cwe.mitre.org/data/definitions/200.html
http://xforce.iss.net/xforce/xfdb/52839
http://projects.webappsec.org/Information-Leakage
http://cwe.mitre.org/data/definitions/359.html
http://xforce.iss.net/xforce/xfdb/52584
http://en.wikipedia.org/wiki/Spambot

PRSI IR -

Spambot 1 T PIRFI B 5, TFAR B AL T B R @ A B A TR (ISR RIS .
AppScan Kl 2 & A7 — B A B IR R R, A] R A DA I SR R .

17, AR BN IRt T R & A A IR Rl T — OB AN T T (A o

7% P (JavaScript) Cookie 5| ToC

MRS -
BR300 A

B 2K

15 Bl iE

J A
Cookie F&1E% F i Al 2 1

2 Ve :
B (0 BRI D 5% 7 353 122 19 cookie 1 F SO €4

X-Force:
52514

51

WASC jgilih o2 {5 2tk #

AR IR -

cookie f2—MI{E 2, % H Web JR552% 61 FH 7 Web JHE2EH .

web R FHFRFFE (HARZ) 1§ cookie £ 2 HIE EKIR A P 3R 4E4 FH P PR .

AppScan il )7 s ) JavaScript A A T#4% (BIEBUE S 15 51 cookie.
WA R A A . TR SRR T T AR R0 RS L T L 2 cookie, EXETAENA cookies
Yk v B8 SR B T B AL 8 3 cookie (1975 T BN FH AR FEAE B 721X £ cookie FHIME B .
Ak, cookie HHfE IR A] BE S 81 S FF B BT .

i cookie # E SEHIHAIRIF S SQL VEAFEE v 27 A 4 1] o
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http://projects.webappsec.org/Information-Leakage
http://cwe.mitre.org/data/definitions/602.html
http://xforce.iss.net/xforce/xfdb/52514
http://www.webappsec.org/projects/threat/classes/information_leakage.shtml

R FH R i

MRS
PR 3 B

JE A

o KX RS EEDITIE X 1L T A
o ORIAT IR AR O FH 7 N5 TSI Bt S AL DL P

Eree iR
T i 2SR 0 15 2

X-Force:
52502

CILEE

1 B 5] 5 N2 36 25 (7R 5], AT 2 ] “How | hacked PacketStorm (by Rain Forest Puppy), RFP's site”
“Web Application Disassembly with ODBC Error Messages” ({E#: David Litchfield)
CERT #%ifl (CA-1997-25) : j&IE CGI A H H . 4L i

HAFIA

BRI I O A RN AR T S S BUE s R, SRR AR (L R RBIR) » AR R
A BESHEN 5 2 I AR E SUIRFS . Tt ) LU S RS 3 hi% K i B2 A SR ECE I 04s B, BRI iZ 5 8, B
N R 59 5 .

Biltn, RSB A SRR R (e ASP AR SQL At , IAE ARG SHSIRaTLIbs
FRER I, AN B 4 BAIAR 1 1E 5 SRRV

R B R EE BB B R —ANRE, ARG 51 5. Web RS 25 55 L B 5% .

PAF & — SR AR A

[1] x5

[2] B8l

[B] BB HUE W B N E

[4] B HE & B AR TR (+/- 99999999)

[5] BB HUE R B NG TR, V"),

[6] ¥ 4% 5B B i 2 B S 5l

[7l ESHARREERM (&) B (REES)
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http://projects.webappsec.org/Information-Leakage
http://cwe.mitre.org/data/definitions/550.html
http://xforce.iss.net/xforce/xfdb/52502
http://archives.neohapsis.com/archives/win2ksecadvice/2000-q1/0085.html
http://www.cgisecurity.com/lib/webappdis.doc
http://www.cert.org/advisories/CA-1997-25.html

R

REFr 20

d

il Y1 URL e»

URL

http://124.239.186.82:38008/ShidJiaZhuangSHJ/index.html
http://124.239.186.82:38008/ShiJiazhuangSHJ/static/js/chunk-elementUl.cc2eeea9.js
http://124.239.186.82:38008/ShiJiaZhuangSHJ/static/js/app.1€739a45.js
http://124.239.186.82:38008/ShiJiazhuangSHJ/static/js/app.1e739a45.js
http://124.239.186.82:38008/ShiJiazhuangSHJ/static/js/chunk-elementUl.cc2eeea9.js
http://124.239.186.82:38008/ShiJiazhuangSHJ/static/js/chunk-libs.4db6c972.js
http://124.239.186.82:38008/ShiJiazhuangSHJ/admin/user/login.do
http://124.239.186.82:38008/ShiJiazhuangSHJ/admin/user/getUserinfo.do
http://124.239.186.82:38008/ShiJiaZhuangSHJ/RefType/getControlLevelEnum.do
http://124.239.186.82:38008/ShiJiazhuangSHJ/RefType/getJCYZList.do
http://124.239.186.82:38008/ShiJiaZzhuangSHJ/mappage/MarineWater/getHY SMaxRQ.do
http://124.239.186.82:38008/ShiJiazhuangSHJ/static/js/chunk-01be2962.9491e7a9.js
http://124.239.186.82:38008/ShiJiazhuangSHJ/admin/user/login.do
http://124.239.186.82:38008/ShiJiaZzhuangSHJ/admin/user/login.do
http://124.239.186.82:38008/ShiJiazhuangSHJ/admin/user/login.do
http://124.239.186.82:38008/ShiJiazhuangSHJ/admin/user/login.do
http://124.239.186.82:38008/ShiJiaZzhuangSHJ/admin/user/login.do
http://124.239.186.82:38008/ShiJiazhuangSHJ/admin/user/login.do
http://124.239.186.82:38008/ShiJiaZhuangSHJ/admin/user/login.do
http://124.239.186.82:38008/ShiJiazhuangSHJ/admin/user/login.do
http://124.239.186.82:38008/ShiJiazhuangSHJ/admin/user/login.do
http://124.239.186.82:38008/ShiJiaZhuangSHJ/admin/user/login.do

ZH 0 TOC
# %

URL =
% e
us lIc http://124.239.186.82: +
er 38008/Shidiazhuang &
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Id SHJ/admin/user/getU

serinfo.do
ty MK http://124.239.186.82: 3
p 38008/Shidiazhuang &
e SHJ/RefType/getJCY
ZList.do
p 047b2ba03eebdef785c9585ff2ccO0b853e6c4e2812a9504f1839a73855e2e90e3d741  http://124.239.186.82: =+
as 7ac92d2b7d62723a453c9786b805fb8edbff59375320dc50537f7bcb00730202005b 38008/ShidiaZhuang &

s 522cea39c343b8a83d033533bac05a4f992af1418f6¢c219ecca9af3dd51c74568fce16 SHJ/admin/user/login.

w  35904c97de801dd3e1 do
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(
[

function (e

http://124.239.186.82:38008/ShiJiaZzhuangSHJ/index.html

) {function c(c

TOC

TOC

) {for (var u,t,f=c[0],0=c[1],d=c[2],h=0,k=
]:h<f.length;h++) t=£f[h],Object.prototype.hasOwnProperty.call (a,t)&&al[t]&&k.push(al[t] [0]),a[t]=0;for(u in

0)Object.prototype.hasOwnProperty.call (o,u) &&(e[ul=o[u]) ;b&&b(c) ;while (k.length) k.shift () () ;return

r.push.apply(r,d||[]),n() }function n() {for (var e,c=0;c<r.length;c++) {for (var n=r[c

{var o=n[t];0!==alo]&&(u='1) }u&s&(r.splice(c--,1),e=£f(f.s=n[0])) }return e}var u={},a={runtime:0},r=[]; function

1,u=!0,t=1;t<n.length;t++)

t(e) {return f.p+"static/js/"+ ({"chunk-commons":"chunk-commons"}[e]||e)+"."+{"chunk-

01be2962":"9491e7a9", "chunk-0dbaaala":
2a2194de":"261£4261", "chunk-002ebd9d":
09ecbb4c":"fb7£1104", "chunk-1038cb3b":
2d0b215a":"2996b3c0", "chunk-531eb454":
2ccc6186":"7f569e8b", "chunk-2d0a4fc9":
2d0ce828":"3639455f", "chunk-2d0d2b92" :
2d0de3al":"4d58c198", "chunk-2d0e66b9" :
2d21007£f":"£166£93d", "chunk-2d2293fb":
3570a92e":"8£98d76b", "chunk-41£59d9c":
61c95f8e" :"db0fcf97", "chunk-73b7c60a":
9c267546":"82841502", "chunk-a412a8b6":
commons" :"c6779cfb", "chunk-3c73488d" :

235a98f0":"22332a9f", "chunk-59b48b2e":
753b2e8a":"946d9f4f", "chunk-035c4243":
2301a5b1":"3837998d", "chunk-31663d76":
45d27592" :"e026abbc", "chunk-d5acd2b0" :
0852£05¢c":"3£9a8£43", "chunk-48526e54":
74ad77c4":"58312400", "chunk-ce78£808":
64a8bde7":"663d10fb", "chunk-1adlb928":
74500647":"b95a51a9", "chunk-9aac650e":
flef960e":"09da8162", "chunk-£287b878":

"46c028a3", "chunk-3fb2aac2":

"8adeba3e", "chunk-1c53b75a":
"941af5bl", "chunk-0869eb5a":
"4fa285a7", "chunk-27189dc7":
"0a832264", "chunk-765839%a2":
"54857c55", "chunk-2d0b20£9":
"df20524e", "chunk-2d0d7675" :
"0fb81763", "chunk-2d0e8£d0" :
"e050f375", "chunk-348aa%el1":
"dllbd7bf", "chunk-4987674d" :
"7649b66e", "chunk-7fa9cc99":
"9b700edb", "chunk-cce73190":

"47b69alc", "chunk-e5589%ee4":
"82191001", "chunk-0ec25b57":
"75pb1b21£f", "chunk-6dde%ec6":
"1d905634", "chunk-3fdb6ee5":
"b923bda6", "chunk-526£9c44":
"26963585", "chunk-5010ba85":
"e2757589", "chunk-2d0a4b01":
"21£50907", "chunk-e57da70e":
"6f0516a8", "chunk-ffab749c":

"cfaldl24", "chunk-
"3295a3c8", "chunk-
"bccd48£82", "chunk-
"19fa5cf2", "chunk-
"1ab4b890", "chunk-
"ebf7feb9", "chunk-
"4a819£94", "chunk-
"648597cf", "chunk-
"001c27£3", "chunk-
"c87eadf9", "chunk-
"4970cf63", "chunk-
"6ae66c4c", "chunk-
"a59%c06a", "chunk-
"cc76a5a8", "chunk-
"e99d7d96", "chunk-
"a37ed606", "chunk-
"a9433c25", "chunk-
"ad337bbe", "chunk-
"389ad372", "chunk-
"9£43761b", "chunk-
"5506e813"} [e]+".js"}function f (c)

{if (ulc]) return ulc].exports;var n=ul[c]={i:c,1l:!1,exports:{}};return
e[c].call(n.exports,n,n.exports, f),n.1=!0,n.exports}f.e=function(e) {var c=

[1,n=ale]

;if(0!==n)if (n)c.push(n[2]);else{var u=new Promise ((function (c

r, o=document.createElement ("script") ;o.charset="utf-
8",o0.timeout=120,f.nc&&o.setAttribute ("nonce", f.nc),o0.src=t (e) ;var d=new Error;r=function (c)

{o.onerror=o.onload=null, clearTimeout (h) ;var n=ale
c.type?"missing":c.type), r=c&&c.target&&c.target.src;d.message="Loading chunk "+e+"
"+r+")",d.name="ChunkLoadError",d.type=u,d.request=r,n[1] (d) }ale]=void 0}};var

("load"===
failed.\n ("+u+":

h=setTimeout ( (function ()
{r({type:"timeout",target:0})}),12e4);o0.onerror=o.onload=r,document.head.appendChild (o) }return
Promise.all(c)},f.m=e, f.c=u, f.d=function(e,c,n){f.o(e,c) | |Object.defineProperty(e,c,

{enumerable:!0,get:n}) }, f.r=function (e

1;1£(0!==n) {if(

) {"undefined" !==typeof

,u) {n=alel=[c,ul}));c.push(n[2]=u);var

n) {var u=cé&é&

Symbol&&Symbol.toStringTag&&Object.defineProperty (e, Symbol.toStringTag,
{value:"Module"}),Object.defineProperty(e," esModule", {value:!0})}, f.t=function(e,c) {if (1&cs&s&
(e=f (e)),8&c)return e;if (4&c&&"object"===typeof e&&e&&e.__esModule)return e;var
n=0Object.create (null);if (f.r(n),Object.defineProperty(n, "default",

{enumerable:!0,value:e}),2&c&&"string" !=typeof e)for(var u in e)f.d(n,u, function(c

) {return

e[c]}.bind(null,u));return n}, f.n=function(e) {var c=e&&e.__esModule?function () {return

e["default"]}:function () {return e};return f.d(c,"a
Object.prototype.hasOwnProperty.call(e,c)},f.p="", f.oe=function (e

",c),c},f.o=function (e, c) {return

) {throw console.error (e),e};var

o=window ["webpackJsonp"]=window ["webpackJdsonp"]||[],d=o.push.bind(0);o.push=c,o0=0.slice();for (var
h=0;h<o.length;h++)c(o[h]);var b=d;n()}) ([1):
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http://124.239.186.82:38008/ShiJiaZhuangSHJ/static/js/chunk-elementUl.cc2eeeal.js

(window ["webpackJsonp"]=window["webpackdsonp"] || []) .push([["chunk-elementUI"], {"0fae":function(e,t,i) {var
n=i("5e0c");n.__esModule&& (n=n.default),"string"===typeof n&&(n=[[e.i,n,""]]),n.localsé&s&
(e.exports=n.locals);var o=i("499e") .default;o ("229pb0£f0",n, !0,

{sourceMap: !1, shadowMode: !1})},"12f2":function (e, t,i) {"use strict";t._esModule=!0,t.default=function (e)
{return{methods: {focus:function () {this.$refs[e].focus()}}}}},"14e9":function (e, t, i) {e.exports=function (e) {var
t={};function i(n) {if (t[n])return t[n].exports;var o=t[n]={i:n,l:!1,exports:{}};return

e[n].call (o.exports,o0,0.exports,i),o0.1=!0,0.exports}return i.m=e,i.c=t,i.d=function (e, t,n)

{i.o(e,t) | |Object.defineProperty (e, t, {enumerable:!0,get:n})},i.r=function (e) {"undefined"!==typeof
Symbolé&&Symbol.toStringTag&&Object.defineProperty (e, Symbol.toStringTag,
{value:"Module"}),Object.defineProperty(e,"__esModule", {value:!0})},i.t=function(e, t) {if (1&té&s&

(e=i(e)),8&t) return e;if (4&t&&"object"===typeof e&&es&&e. esModule)return e;var

n=0Object.create(null);if (i.r(n),Object.defineProperty (n, "default",

{enumerable: !0,value:e}),2&t&&"string" !=typeof e)for(var o in e)i.d(n,o, function(t) {return
e[t]}.bind(null,o0));return n},i.n=function(e){var t=e&&e.__esModule?function () {return
e["default"]}:function () {return e};return i.d(t,"a",t),t},i.o=function(e,t) {return
Object.prototype.hasOwnProperty.call(e,t)},i.p="/dist/",1(i.s=127)} ({127:function(e,t,i) {"use
strict";i.r(t);var n=1i(16),0=1(39),r=i.n(o),1=1(3),a=1i(2),s={vertical:
{offset:"offsetHeight",scroll:"scrollTop",scrollSize:"scrollHeight", size:"height", key:"vertical",axis:"Y",cli
ent:"clientY",direction:"top"},horizontal:

{offset:"offsetWidth",scroll:"scrollLeft", scrollSize:"scrollWidth",size:"width", key:"horizontal",axis:"X",cli
ent:"clientX",direction:"left"}};function c(e) {var t=e.move,i=e.size,n=e.bar,o={},r="translate"+n.axis+"
("+t+"%) ";return o[n.sizel=i,o.transform=r,o.msTransform=r,o.webkitTransform=r,o}var d={name:"Bar",props:
{vertical:Boolean, size:String,move:Number}, computed: {bar:function () {return
s[this.vertical?"vertical”:"horizontal"]},wrap:function() {return this.$parent.wrap}},render:function (e) {var
t=this.size,i=this.move,n=this.bar;return e("div", {class:["el-scrollbar_ bar","is-"+n.key],on:
{mousedown:this.clickTrackHandler}}, [e("div", {ref:"thumb",class:"el-scrollbar__thumb",on:
{mousedown:this.clickThumbHandler},style:c({size:t,move:i,bar:n})})])},methods: {clickThumbHandler:function (e)
{e.ctrlKey]| |2===e.button| | (this.startDrag(e),this[this.bar.axis]=e.currentTarget|[this.bar.offset]-
(e[this.bar.client]-e.currentTarget.getBoundingClientRect ()

[this.bar.direction])) },clickTrackHandler:function (e) {var t=Math.abs (e.target.getBoundingClientRect ()
[this.bar.direction]-e[this.bar.client]),i=this.S$refs.thumb([this.bar.offset]/2,n=100* (t—

i) /this.Sel[this.bar.offset];this.wrap[this.bar.scroll]=n*this.wrap[this.bar.scrollSize]/100},startDrag:funct
ion (e) {e.stopImmediatePropagation (), this.cursorDown=!0,0bject (a["on"]

(document, "mousemove", this.mouseMoveDocumentHandler) ,Object (a["on"])

(document, "mouseup", this.mouseUpDocumentHandler) , document.onselectstart=function ()
{return!1l}},mouseMoveDocumentHandler: function (e) {if (! 1!==this.cursorDown) {var t=this[this.bar.axis];if (t) {var
i=-1*(this.$el.getBoundingClientRect () [this.bar.direction] -
e[this.bar.client]),n=this.S$refs.thumb[this.bar.offset]-t,0=100%* (i-

n) /this.$el[this.bar.offset];this.wrap[this.bar.scroll]=o*this.wrap[this.bar.scrollSize]/100}}},mouseUpDocume
ntHandler: function (e) {this.cursorDown=!1,this[this.bar.axis]=0,0bject (a["off"])

(document, "mousemove", this.mouseMoveDocumentHandler), document.onselectstart=null}},destroyed: function ()
{Object (a["off"]) (document, "mouseup", this.mouseUpDocumentHandler) }},u={name:"ElScrollbar", components:
{Bar:d},props:{native:Boolean,wrapStyle:{},wrapClass:{},viewClass:{},viewStyle:{},noresize:Boolean,tag:
{type:String,default:"div"}},data:function() {return{sizeWidth:"0",sizeHeight:"0",moveX:0,moveY:0}}, computed:

{wrap:function() {return this.$refs.wrap}},render:function(e){var t=r() (),i=this.wrapStyle;if (t) {var n="-
"+t+"px",o="margin-bottom: "+n+"; margin-right: "+n+";";Array.isArray(this.wrapStyle)?
(i=Object (1["toObject"]) (this.wrapStyle),i.marginRight=i.marginBottom=n) :"string"===typeof this.wrapStyle?

i+=o0:i=o}var a=e(this.tag, {class:["el-
scrollbar view",this.viewClass],style:this.viewStyle,ref:"resize"},this.$slots.default),s=e("div",

{ref:"wrap",style:i,on:{scroll:this.handleScroll},class: [this.wrapClass,"el-scrollbar wrap",t?"":"el-
scrollbar wrap--hidden-default"]}, [[a]]),c=void 0;return c=this.native?[e("div", {ref:"wrap",class:
[this.wrapClass, "el-scrollbar_ wrap"],style:i}, [[a]l])]:[s,e(d, {attrs:

{move:this.moveX, size:this.sizeWidth}}),e(d, {attrs:

{vertical:!0,move:this.moveY, size:this.sizeHeight}})],e("div", {class:"el-scrollbar"},c)},methods:

{handleScroll:function () {var
e=this.wrap;this.moveY=100*e.scrollTop/e.clientHeight, this.moveX=100*e.scrollLeft/e.clientWidth}, update: funct
ion () {var e=void 0,t=void 0,i=this.wrap;i&&(e=100*i.clientHeight/i.scrol...

http://124.239.186.82:38008/ShiJiazhuangSHJ/static/js/chunk-libs.4db6c972.js

(window ["webpackJdsonp"]=window["webpackJdsonp"] || []) .push([["chunk-1ibs"], {"00b4":function(t,e,n) {"use
strict";n("aclf");var r=n("23e7"),i=n("c65b"),0=n("1626"),a=n("825a"),s=n("577e"),1l=function () {var
t=!1,e=/[ac]/;return e.exec=function () {return t=!0,/./.exec.apply (this,arguments)}, !0===e.test ("abc") &&t}
(),c=/./.test;r({target:"RegExp",proto: !0, forced:!1}, {test:function (t) {var

e=a (this),n=s(t),r=e.exec;if (!o(r))return i(c,e,n);var l=i(r,e,n);return null!==1&&
(a(l),!'0)}})},"00bb":function(t,e,n){ (function(e,r,i) {t.exports=r(n("21bf"),n("38ba"))}) (0, (function (t)
{return t.mode.CFB=function(){var e=t.lib.BlockCipherMode.extend();function n(t,e,n,r){var i,o=this. iv;o?
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(i=o.slice(0),this._iv=void 0):i=this._prevBlock, r.encryptBlock(i,0);for (var a=0;a<n;a++)t[e+a]”=i[a]}return
e.Encryptor=e.extend ({processBlock: function(t,e) {var

r=this._ cipher,i=r.blockSize;n.call (this,t,e,i,r),this._prevBlock=t.slice(e,e+i)}}),e.Decryptor=e.extend({pro
cessBlock: function (t,e) {var

r=this. cipher,i=r.blockSize,o=t.slice(e,e+i);n.call(this,t,e,i,r),this. prevBlock=o0}}),e}

(),t.mode.CFB}))},"00ce":function(t,e,n) {"use strict";var
r,i=SyntaxError,o=Function, a=TypeError, s=function(t) {try{return o('"use strict"; return

('+t+") .constructor;") () Jcatch(e) {}},1=Object.getOwnPropertyDescriptor;if (1) try{1({},"") }catch(C) {1=null}var
c=function () {throw new a},u=1?function() {try{return c}catch(t) {try{return 1 (arguments,"callee").get}catch (e)
{return c}}} () :c,p=n("5156") () ,d=Object.getPrototypeOf| |function(t) {return t._ proto },h=
{},f="undefined"===typeof Uint8Array?r:d(Uint8Array),g={"%$AggregateError%":"undefined"===typeof
AggregateError’r'AggregateError,"gArrayg":Array,"°ArrayBuffer°":"undeflned"===typeof ArrayBuffer?
r:ArrayBuffer, "$ArrayIteratorPrototype%" :p?d ([] [Symbol.iterator]

()) :r,"$AsyncFromSyncIteratorPrototype%":r ,"°AsyncFunctlon%": , "$AsyncGenerator$%":h, "$AsyncGeneratorFunction%
":h,"$AsyncIteratorPrototype$":h, "$Atomics$":"undefined"===typeof Atomics?

r:Atomics, "$BigInt%":"undefined"===typeof BigInt?

r:BigInt, "%$Boolean%":Boolean, "$DataView$":"undefined"===typeof DataView?
r:DataView, "$Date%" :Date, "$decodeURI%" :decodeURI, "$decodeURIComponent$" : decodeURIComponent, "$encodeURIS$" :enco
deURI, "%$encodeURIComponent$" :encodeURIComponent, "$Error%" :Error, "Seval%":eval, "$EvalError%" :EvalError, "$Float

32Array$%" :"undefined"===typeof Float32Array?r:Float32Array,"%Float64Array%":"undefined" typeof
Float64Array?r:Float64Array, "$FinalizationRegistry%":"undefined"===typeof FinalizationRegistry?
r:FinalizationRegistry, "$Function%":0, "$GeneratorFunction%":h, "$Int8Array%":"undefined"===typeof Int8Array?
r:Int8Array, "$Intl6Array%":"undefined"===typeof Intl6Array?r:Intl6Array,"$Int32Array$":"undefined"===typeof

Int32Array?r:Int32Array, isFinite%":isFinite, "%$isNaN%":isNaN, "$IteratorPrototype%":p?d(d([] [Symbol.iterator]

())):xr,"$JSON%":"object"===typeof JSON?JSON:r,"$Map%":"undefined"===typeof Map?

r:Map "$MapIteratorPrototype%":"undefined" !==typeof Mapé&&p?d((new Map) [Symbol.iterator]

()):r,"%Math%" :Math, "$Number%" :Number, "$0bject%" :Object, "$parseFloat%" :parseFloat, "$parseInt%":parselnt, "$Pro

mlse%":"undeflned"===typeof Promise?r:Promise, "$Proxy%$":"undefined"===typeof Proxy?

r:Proxy, "$RangeError%" :RangeError, "$ReferenceError$" :ReferenceError, "$Reflect%":"undefined"===typeof Reflect?
r:Reflect, "$RegExp%" :RegExp, "$Set%" : "undefined"===typeof Set?

r:Set, "%$SetIteratorPrototype%":"undefine ==typeof Seté&&p?d((new Set) [Symbol.iterator]

()) :r,"%$SharedArrayBuffer$":"undefined"===typeof SharedArrayBuffer?

r:SharedArrayBuffer, "$String%":String, "$StringIteratorPrototype%"::p?2d ("" [Symbol.iterator] ()) :r, "$Symbol%":p?
Symbol:r, "$SyntaxError%":1i, "$ThrowTypeError%":u, "$TypedArrays": f, "$TypeError$":a, "$Uint8Array$" :"undefined"==

=typeof Uint8Array?r:Uint8Array,"%Uint8ClampedArray%":"undefined"===typeof Uint8ClampedArray?

r:Uint8ClampedArray, "$Uintl6Array%": "undefined"===typeof Uintl6Array?

r:Uintl6Array, "$Uint32Array%" :"undefined"===typeof Uint32Array?

r:Uint32Array, "$URIError%" :URIError, "$WeakMap%" : "undefined"===typeof WeakMap?

r:WeakMap, "$WeakRef%" :"undefined"===typeof WeakRef?r:WeakRef, "$WeakSet%":"undefined"===typeof WeakSet?
r:WeakSet},m=function t (e ){var n;if ("$AsyncFunction%"===e)n=s ("async function () {}");else

if ("$GeneratorFunction%"===e)n=s ("function* () {}");else if ("$AsyncGeneratorFunction%"===e)n=s ("async
function* () {}");else 1f("°AsyncGenerator%":::e){var r=t ("$AsyncGeneratorFunction%") ; r&& (n=r.prototype) }else

if ("$AsyncIteratorPrototype%"===e) {var i=t ("$AsyncGenerator%");i&& (n=d(i.prototype)) }return glel=n,n},v=
"SArrayBufferPrototype$%": ["ArrayBuffer", "prototype"], "$ArrayPrototype%":

["Array", "prototype"], "%ArrayProto_entries%":["Array","prototype","entries"],"%ArrayProto forEach%":

["Array", "prototype", "forEach"], "$ArrayProto_keys%": ["Array", "prototype", "keys"], "$ArrayProto_values$%":
["Array", "prototype", "values"], "$AsyncFunctionPrototype%": ["AsyncFunction", "prototype"], "$AsyncGenerator%":
["AsyncGeneratorFunction", "prototype"], "$AsyncGeneratorPrototype%": ["AsyncGeneratorFunction", "pro...

http://124.239.186.82:38008/ShiJiaZzhuangSHJ/static/js/app.1e€739a45.js

(window ["webpackdsonp"]=window["webpackdsonp"] || []).push([["app"], {0:function (e, t,a)
{e.exports=a("56d7")},"0275":function (e, t,a)
{e.exports=a.pt+"static/img/dateBg2.8c6fe2a2.png"},"030a": function (e, t,a) {"use
strict";a("9c2a")},"05ad": function(e, t,a) {var n=a("24fb");t=n(!1),t.push([e.i,".pagination{margin:15px

0; font-size:14px}.pagination .el-pagination{float:right}",""]),e.exports=t},"0962":function(e,t,a) {var

n=a ("24fb") ;t=n(!1),t.push([e.i,".table{width:100%}.table .tableHeader{padding:0

10px;height:35px;background: #2d89f9;display:-webkit-box;display:-ms-flexbox;display:flex;-webkit-box-
align:center;-ms-flex-align:center;align-items:center;-webkit-box-pack:justify;-ms-flex-pack:justify;justify-
content:space-between}.table .tableHeader .iconfont{font-size:35px;color:#fff;margin-
left:auto;cursor:pointer}.table .tableContent{width:100%;height:auto;display:-webkit-box;display:-ms-
flexbox;display:flex;-webkit-box-orient:vertical;-webkit-box-direction:normal;-ms-flex-direction:column;flex—
direction:column}.table .tableContent .cont{-webkit-box-flex:1l;-ms-flex:1;flex:1;height:600px}.table
.tableContent .cont .el-table thead th{border-bottom:0!important;border-

color:rgba (96,98,102,.18823529411764706) !important}.table .tableContent .footer{width:100%;height:40px;—
webkit-box-flex:0;-ms-flex:0 0 40px;flex:0 0 40px;background:#eee;display:-webkit-box;display:-ms-
flexbox;display:flex;-webkit-box-orient:horizontal;-webkit-box-direction:normal;-ms-flex-direction:row;flex-
direction:row; -webkit-box-align:center;-ms-flex-align:center;align-items:center;-webkit-box-pack:end;-ms—
flex-pack:end; justify-content:flex-end}",""]),e.exports=t},1l:function(e,t){},1069:function(e,t,a) {"use
strict";a("af96")},1765:function(e,t,a) {"use strict";t["a"]=
{cssUrl:"http://lvchuang.£3322.net:7015/3.28/esri/css/esri.css",initUrl:"http://1lvchuang.£3322.net:7015/3.28/
init.js",dituUrl:"http://lc.guo.l0l:33900/geoserver/ShiJiazhuang-
SHJ/ows",dituDi:"lc.guo.lol",dituEr:"lc.guo.101:33900",MapUrl: "http://1lvchuang.f3322.net:6080/arcgis/rest/ser
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vices/HeBei/hebeiWater20220513/MapServer",gpPoint: "http://1lvchuang.£3322.net:6080/arcgis/rest/services/HeBei/
modelPointPar/GPServer/modelPointPar",gpArea: "http://lvchuang.£3322.net:6080/arcgis/rest/services/HeBei/model
PolygonPar/GPServer/model%E5%90%8C%E6%AD%ASpar", mapToken: "ef19e059a£3882366e92a0c552bf9f4c"}},1990: function (e
,t,a){var n=a("3fff");n._ esModule&& (n=n.default),"string =typeof n&&(n=[[e.i,n,""]]),n.localsé&&
(e.exports=n.locals);var o=a("499e") .default;o ("ddb4£606",n, !0,

{sourceMap: !1,shadowMode: !1})},"1d12":function (e, t,a){var n=a("0962");n.__esModule&&
(n=n.default),"string"===typeof n&&(n=[[e.i,n,""]]),n.locals&&(e.exports=n.locals) ;var

o=a("499e") .default;o("272faacl",n, !0, {sourceMap:!1l, shadowMode:!1})},2:function(e,t) {},2275:function (e, t)
{e.exports="data:image/png;base64, iVBORWOKGgoAAAANSUhEUgAAAHSAAAAKCAYAAACPHOVAAAAAGXRFWHRTb2Z0d2FyZQBBZG91ZSB
JbWFNZVJ1YWR5cc11PAAAA39PpVFhOWE1MOMNvbS5hZG91iZS54bXAAAAAAADW/eHBhY2t1dCB1ZWdpbj01i77u/IiBpzD0iVzVNME1wQ2VoaUht
cmVTek5UY3prYz1kIj8+IDx40nhtcGl1dGEgeGlsbnM6eD0iYWRVYMU6bnM6bWVOYS8iIHg6eGlwdGs9IkFkb2J1IFhNUCBDb3J1IDUuMyljM
DExXIDY2LJjEONTY2MSwgMjAxMi8wMi8wNiOxNDolNjoyNyAgICAgICAgGIj4gPHIkZjpSREYgeGlsbnM6cmRmPSJodHRwO18vd3d3LnczLm9yZy
8x0Tk5LzAyLzIyLXJkZi1zeW50YXgtbnMjIj4gPHIkZIpEZXNIcmlwdGlvbiByZGY6YWIvAXQ9TIiIgeGlsbnM6eGlwTUO9ImhOdHAG6LYSucyS
hzG91ZS57b20veGFwLzEUMC9tbS81iIHhtbG5z0nNOUMVMPSJodHRwO18vbnMuYWRvYmUuY29tL3hhcC8xLjAvclR5cGUVUMVzb3VyY2VSZWY]
IiB4bWxuczp4bXA9ImhO0dHA6LY9ucy5hz2G9iZS5jb20veGFwLzEUMC8iIHhtcE1NOk9yaWdpbmFsRG9jdW1l1bnRIRDOieGlwLmRpZDoyYzY1Y
2Y30S0zZDMxLWE2NDEtOGY1ZCImZT1hM2YyNzAOZmUiIHhtcEINOkRvY3VtZW50SUQ9InhtcC5kaWQ6MzVFMUNBNUVDQzM2MTFFQO0I2MzJGR
MyM0I2QzdDMUIiIHhtcEINOkluc3RhbmN1SUQ9InhtcC5paWQ6MzVEMUNBNURDQzZM2MTEFFQOI2MzJGRIMyM0I20zdDMUIiIHhtcDpDcmVhdG9
yVGI9vbDO1iQWRvYMUgUGhvdG9zaGOwIENDIChXaW5kb3dzKSI+IDx4bXBNTTpEZXJpdmVkRnIvbSBzdFJ1ZjppbnNOYW5) ZULEPSJ4bXAuaWlk
OmIyMGIYYJEOLT11M2YtMTgONi1liOWEXLTG5ZWI2N2NnMDEWNLIge3RSZWY62G97dW1l 1bnRIRDOLYWRVYMU6ZG9jaWQ6cChvdG9zaG9w0OjhmM
mNmOTE 3LWRhMz Ut ZWQOMy040WM2LWYxZJE4ZTAONDBIMCIvPiA8L3JkZpEZXN] cmlwdGlvbj 4gPCIyZGY6UKRGPiA8L3g6eGlwbWVOYT4gPD
94cGFja2v0IGVuzD0iciI/PvGtGVYAAANBSURBVHja7JzLaxNRFMbvZDKThO1RsO60FIS26k6kSupGrPiWxl7UIbkzwX7G0blx03+xVQsWNUSn
izudCxLozC6VJIk8k8/c48Qh0OrzqrFzPV8cLgzdMji/nrPnHPvOaN4nifiaHyuMolhATYHm4FNwIowXbD2SiasCEsEewurw2gN+tLHOD+1DAMb
gFUMV2F1z3PP0JalOI41XMcRnguL+Q/Dii9FUYSSUKVKVYWgakLVNE9RUs/xp2VYFeCdP4YNOOcxLDmOPW1108KxTJ75EZGq6ULL5AA/ /Q63F
QOB/tCvYgJzFs0i57s2uscWQRxx6JrsPKz91D7e3Ad0YG)ZAj204blvmKbPTYjedEDev5woirekvcHsFwBu/hR2C£gKXPWUabZ 7FhEnP5smlv8
f12UHgfbABOo/hMUDPMujEALl/H5TkA74FMDTy3CNfNoJOepdGfbXVnieeOK5uibgRja53WN35HS / I10zxX2U9A2H0XpPmyAphX+ymg3Zzjglit
Kz+allJadoDw8cuPXkEczaM1EPB3bnhbBhljvnX2LNkxY8skyfa51340£LJUnPc/90N78qvDUyKn82AHaWj1KK/si7XXz1Mjszn2+CwS7RIca
LI1hB3xLBPs4nV6x5FXI9xjBPkzHICx5FfKAINhF3kORHHYAUBCMXkz 7£xDBbt LWGktehXxbBPsz1lbuwJIYd8NOg2G+oroklsfsO+L4m2HUQY
GPJg5DvU4Jdo0pFnhKJYQd8a9ERZ910N0t861iUjaP+Y81mjv1SKTr3uUkkgSzSpus910Uq9SFWGPVbT3NQhlaoGTzXt15RX/aicy5Lkza3Dsqg
QLcOFrfbBD4Cu2lb3ebbd4th. ..

http://124.239.186.82:38008/ShiJiaZhuangSHJ/static/js/app.1e739a45.js

(window ["webpackJsonp"]=window["webpackdsonp"] || []).push([["app"], {0:function (e, t,a)
{e.exports=a ("56d7") },"0275": function (e, t,a)
{e.exports=a.pt"static/img/dateBg2.8c6fe2a2.png"},"030a": function (e, t,a) {"use

strict";a("9c2a")},"05ad": function(e,t,a) {var n=a("24fb");t=n(!1),t.push([e.i,".pagination{margin:15px
0;font-size:14px}.pagination .el-pagination{float:right}",""]),e.exports=t},"0962":function(e,t,a){var

n=a ("24fb") ;t=n(!1),t.push([e.i,".table{width:100%}.table .tableHeader{padding:0

10px;height:35px;background: #2d89f9;display:-webkit-box;display:-ms-flexbox;display:flex;-webkit-box-
align:center;-ms-flex-align:center;align-items:center;-webkit-box-pack:justify;-ms-flex-pack:justify;justify-
content:space-between}.table .tableHeader .iconfont{font-size:35px;color:#fff;margin-
left:auto;cursor:pointer}.table .tableContent{width:100%;height:auto;display:-webkit-box;display:-ms-
flexbox;display:flex;-webkit-box-orient:vertical;-webkit-box-direction:normal;-ms-flex-direction:column;flex-
direction:column}.table .tableContent .cont{-webkit-box-flex:1;-ms-flex:1;flex:1;height:600px}.table
.tableContent .cont .el-table thead th{border-bottom:0!important;border-

color:rgba (96,98,102,.18823529411764706) !important}.table .tableContent .footer{width:100%;height:40px;-
webkit-box-flex:0;-ms-flex:0 0 40px;flex:0 0 40px;background:#eee;display:-webkit-box;display:-ms-
flexbox;display:flex;-webkit-box-orient:horizontal;-webkit-box-direction:normal;-ms-flex-direction:row; flex-
direction:row;-webkit-box-align:center;-ms-flex-align:center;align-items:center;-webkit-box-pack:end;-ms—
flex-pack:end; justify-content:flex-end}",""]),e.exports=t},1l:function(e,t){},1069:function(e,t,a) {"use
strict";a("af96")},1765:function(e,t,a) {"use strict";t["a"]l=
{cssUrl:"http://lvchuang.f£3322.net:7015/3.28/esri/css/esri.css",initUrl:"http://lvchuang.f£3322.net:7015/3.28/
init.js",dituUrl:"http://lc.guo.l0l:33900/geoserver/ShiJiazhuang-
SHJ/ows",dituDi:"lc.guo.lol",dituEr:"lc.guo.101:33900",MapUrl: "http://1lvchuang.f3322.net:6080/arcgis/rest/ser
vices/HeBei/hebeiWater20220513/MapServer", gpPoint: "http://lvchuang.£3322.net:6080/arcgis/rest/services/HeBei/
modelPointPar/GPServer/modelPointPar",gpArea: "http://lvchuang.£3322.net:6080/arcgis/rest/services/HeBei/model
PolygonPar/GPServer/model$E5%90%8C$E6%AD%ASpar" , mapToken: "ef19e059a£3882366e92a0c552bf9f4c"}},1990: function (e
,t,a){var n=a("3fff");n._ esModule&& (n=n.default),"string"===typeof né&&(n=[[e.i,n,""]]),n.locals&&
(e.exports=n.locals);var o=a("499e") .default;o ("ddb4£606",n, !0,

{sourceMap: !1, shadowMode: !1})},"1d12":function (e, t,a){var n=a("0962");n.__esModule&&

(n=n.default), "string"===typeof n&&(n=[[e.i,n,""]]),n.locals&& (e.exports=n.locals);var

o=a("499e") .default;o("272faacl",n, !0, {sourceMap:!1l, shadowMode:!1})},2:function(e,t) {},2275:function (e, t)
{e.exports="data:image/png;base64, iVBORWOKGgoAAAANSUhEUgAAAHSAAAAKCAYAAACPHOVAAAAAGXRFWHRTL2Z20d2FyZQBBZG91ZSB
JbWFNZVJ1YWR5ccl1PAAAA39pVFhOWE1MOMNvbS5hZG91ZS54bXAAAAAAADW/eHBhY2t1dCBiZWdpbj0i77u/IiBpzD0iVzVNME1wQ2VoaUh6
cmVTek5UY3prYz1lkIj8+IDx40nhtcGl1dGEgeGlsbnM6eD0iYWRVYMU6bnM6bWVOYS8iIHg6eGlwdGs9IkFkb2J1IFhNUCBDb3J1IDUuMyljM
DEXIDY2LJjEONTY2MSwgMjAxMi8wMi8wNiO0xNDolNjoyNyAgICAgGICAgIj4gPHIkZjpSREYgeGlsbnM6cmRmPSJodHRwO18vd3d3LnczLm9yZy
8x0Tk5LzAYyLzIyLXJkZilzeW50YXgtbnMjIj4gPHIkZIpEZXN] cmlwdGlvbiByZGY 6YWIvAXQ9TiIgeGlsbnM6eGlwTU09Imh0dHAGLyucyS
h7G91ZzS5jb20veGFwLzEuUMC9tbS81iIHhtbG5z0nNOUMVMPSJodHRWO18vbnMuYWRvYmUuY29tL3hhcC8xLjAvclR5cGUVUMVzb3VyY2VSZWY ]
IiB4bWxuczp4bXA9Imh0dHA6LY9ucy5hZG9iZS5jb20veGFwLzEUMC81iIHhtcE1INOk9yaWdpbmFsRG9jdWl1bnRIJRDOieGlwLmRpZDoyYzY1Y
2Y30S0zZDMxLWE2NDEtOGY1ZC1ImZT1hM2YyNzAOZmUiIHhtcEINOkRvY3VtZW50SUQ9InhtcC5kaWQ6MzVFMUNBNUVDQzM2MTFFQO0I2MzJGR
MyMOI2QzdDMUIiIHhtcE1INOkluc3RhbmN1SUQ9InhtcC5paWQ6MzVEFMUNBNURDQzZM2MTFFQOI2MzJGRIMyM0I20QzdDMUIiIHhtcDpDemVhdG9
yVGOvbDOiQWRVYMUgUGhvdG9zaGIwIENDIChXaW5kb3dzKSI+IDx4bXBNTTpEZXJpdmVkRNIVbSBzdFJ1ZjppbnNOYW5]) ZULEPSJ4bXAuaWlk
OmIyMGIYyYJEOLT1IM2YtMTGONi1liOWEXLTg5ZWI2N2NmMDEWNLIgc3RSZWY6Z2G99dW1l 1bnRIRDOLYWRYYMU6ZG9GaWQ6cGhvdG9zaGIwOjhmM
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MNmMOTE3LWRhMzUt ZWQOMy040WM2 LWYxZjE4ZTAONDBIMCIvPiA8L3JkZjpEZXNjcmlwdGlvbj4gPCIyZGY6UKRGPiA8L3g6eGlwbWVOYT4gPD
94cGFja2v0IGVuzD0iciI/PvGtGVYAAANBSURBVH]ja7JzLaxNRFMbvZDKTh01RsO60FIS26k6kSupGrPWx17UIbkzwX7G0blx03+xVQsWNUSn
izudCxLozC6VJIk8k8/c48Qh0OrzqrFzPV8cLgzdMji/nrPnHPvOaN4nifiaHyuMolhATYHm4FNwIowXbD2SiasCEsEewurw2gN+tLHOD+1DAMb
gFUMV2F1z3PP0JalOI41XMcRnguL+Q/Dii9FUYSSUKVKVYWgakLVNE9RUs/xp2VYFeCdP4YNOOcxLDmOPW1108KxTJ75EZGq6ULL5AA/ /Q63F
QOB/tCvYgJzFs0i57s2uscWQRxx6JrsPKz91D7e3Ad0YG])ZAj204blvmKbPTYjedEDev5woirekvcHsFwBu/hR2C£gKXPWUabZ 7FhEnP5smlv8
£12UHgfbABOO/hMUDPMujEAL/H5TkA74FMDTy3CNEfNoJOep4GEbXVnieeOK5uibgRja53WN35HS/ I0z2xX2U9A2H0XpPmyAphX+ymg3Zzjglit
Kz+allJadoDw8cuPXkEczaM1EPB3bnhbBhljvnX2LNkxY8skyfa51340£LJUnPc/90N78qvDUyKn82AHaWj1KK/si7XXz1Mjszn2+CwS7RIca
LI1hB3xLBPs4nV6x5FXI9xjBPkzHICx5FfKAINhF3kORHHYAUBCmXkz 7 £xDBbt LWGktehXxbBPsz1lbuwJIYd8N0g2G+oroklsfsO+L4m2HUQY
GPJg5DvU4Jdo0pFnhKJYQd8a9ERZ910N0t861UjaP+Y81mjv1lSKTr3ulUkkgSz5pus910UgqISFWgPVOT3NQhlaoGTzXt15RX/aicy5Lkza3Dsqg
QLcOFrfbBD4Cu2lb3ebbd4th. ..

http://124.239.186.82:38008/ShiJiaZhuangSHJ/static/js/chunk-elementUl.cc2eeea9.js

(window ["webpackJsonp"]=window["webpackdsonp"] || []) .push([["chunk-elementUI"], {"0fae":function(e,t,i) {var
n=i("5e0c");n.__esModule&& (n=n.default),"string"===typeof n&&(n=[[e.i,n,""]]),n.localsé&s&
(e.exports=n.locals);var o=i("499e") .default;o("229pb0£f0",n, !0,

{sourceMap: !1, shadowMode: !1})},"12f2":function (e, t,i) {"use strict";t.__esModule=!0,t.default=function (e)
{return{methods: {focus:function() {this.$refs[e].focus()}}}}},"14e9":function (e, t,i) {e.exports=function (e) {var
t={};function i(n) {if (t[n])return t[n].exports;var o=t[n]={i:n,l:!1,exports:{}};return

e[n].call (o.exports,o0,0.exports,i),o0.1=!0,0.exports}return i.m=e,i.c=t,i.d=function (e, t,n)

{i.o(e,t) | |Object.defineProperty (e, t, {enumerable:!0,get:n})},i.r=function (e) {"undefined"!==typeof
Symbolé&&Symbol.toStringTag&&Object.defineProperty (e, Symbol.toStringTag,
{value:"Module"}),Object.defineProperty(e,"__esModule", {value:!0})},i.t=function(e, t) {if (1&té&s&

(e=i(e)),8&t) return e;if (4&t&&"object"===typeof e&&es&&e. esModule)return e;var
n=0Object.create(null);if (i.r (n),Object.defineProperty (n, "default",

{enumerable: !0,value:e}),2&t&&"string" !=typeof e)for(var o in e)i.d(n,o, function(t) {return
e[t]}.bind(null,o0));return n},i.n=function(e){var t=e&&e.__esModule?function () {return
e["default"]}:function () {return e};return i.d(t,"a",t),t},i.o=function(e,t) {return
Object.prototype.hasOwnProperty.call(e,t)},i.p="/dist/",1(i.s=127)} ({127:function(e,t,i) {"use
strict";i.r(t);var n=1i(16),0=1(39),r=i.n(o),1=1(3),a=1i(2),s={vertical:
{offset:"offsetHeight",scroll:"scrollTop",scrollSize:"scrollHeight", size:"height", key:"vertical",axis:"Y",cli
ent:"clientY",direction:"top"},horizontal:

{offset:"offsetWidth",scroll:"scrollLeft", scrollSize:"scrollWidth",size:"width", key:"horizontal",axis:"X",cli
ent:"clientX",direction:"left"}}; function c(e) {var t=e.move,i=e.size,n=e.bar,o={},r="translate"+n.axis+"
("+t+"%) ";return o[n.sizel=i,o.transform=r,o.msTransform=r,o.webkitTransform=r,o}var d={name:"Bar",props:
{vertical:Boolean, size:String,move:Number}, computed: {bar:function () {return
s[this.vertical?"vertical”:"horizontal"]},wrap:function() {return this.$parent.wrap}},render:function (e) {var
t=this.size,i=this.move,n=this.bar;return e("div", {class:["el-scrollbar_ bar","is-"+n.key],on:
{mousedown:this.clickTrackHandler}}, [e("div", {ref:"thumb",class:"el-scrollbar__thumb",on:
{mousedown:this.clickThumbHandler},style:c({size:t,move:i,bar:n})})])},methods: {clickThumbHandler:function (e)
{e.ctrlKey| |2===e.button| | (this.startDrag(e),this[this.bar.axis]=e.currentTarget|[this.bar.offset]-
(e[this.bar.client]-e.currentTarget.getBoundingClientRect ()

[this.bar.direction])) },clickTrackHandler:function (e) {var t=Math.abs (e.target.getBoundingClientRect ()
[this.bar.direction]-e[this.bar.client]),i=this.S$refs.thumb([this.bar.offset]/2,n=100* (t-

i) /this.Sel[this.bar.offset];this.wrap[this.bar.scroll]=n*this.wrap[this.bar.scrollSize]/100},startDrag:funct
ion (e) {e.stopImmediatePropagation (), this.cursorDown=!0,0bject (a["on"]

(document, "mousemove", this.mouseMoveDocumentHandler) ,Object (a["on"])

(document, "mouseup", this.mouseUpDocumentHandler) , document.onselectstart=function ()
{return!1l}},mouseMoveDocumentHandler: function (e) {if (! 1!==this.cursorDown) {var t=this[this.bar.axis];if(t) {var
i=-1*(this.$el.getBoundingClientRect () [this.bar.direction] -
e[this.bar.client]),n=this.S$refs.thumb[this.bar.offset]-t,0=100%* (i-

n) /this.Sel[this.bar.offset];this.wrap[this.bar.scroll]=o*this.wrap[this.bar.scrollSize]/100}}},mouseUpDocume
ntHandler: function (e) {this.cursorDown=!1,this[this.bar.axis]=0,0bject (a["off"])

(document, "mousemove", this.mouseMoveDocumentHandler), document.onselectstart=null}},destroyed: function ()
{Object (a["off"]) (document, "mouseup", this.mouseUpDocumentHandler) }},u={name:"ElScrollbar", components:
{Bar:d},props:{native:Boolean,wrapStyle:{},wrapClass:{},viewClass:{},viewStyle:{},noresize:Boolean, tag:
{type:String,default:"div"}},data:function() {return{sizeWidth:"0",sizeHeight:"0",moveX:0,moveY:0}}, computed:

{wrap:function() {return this.$refs.wrap}},render:function(e){var t=r() (),i=this.wrapStyle;if (t) {var n="-
"+t+"px",o="margin-bottom: "+n+"; margin-right: "+n+";";Array.isArray(this.wrapStyle)?
(i=Object (1["toObject"]) (this.wrapStyle),i.marginRight=i.marginBottom=n) :"string"===typeof this.wrapStyle?

i+=o0:i=o}var a=e(this.tag, {class:["el-
scrollbar view",this.viewClass],style:this.viewStyle,ref:"resize"},this.$slots.default),s=e("div",

{ref:"wrap",style:i,on:{scroll:this.handleScroll},class: [this.wrapClass,"el-scrollbar wrap",t?"":"el-
scrollbar wrap--hidden-default"]}, [[a]]),c=void 0;return c=this.native?[e("div", {ref:"wrap",class:
[this.wrapClass, "el-scrollbar_ wrap"],style:i}, [[a]l])]:[s,e(d, {attrs:

{move:this.moveX, size:this.sizeWidth}}),e(d, {attrs:

{vertical:!0,move:this.moveY, size:this.sizeHeight}})],e("div", {class:"el-scrollbar"},c)},methods:
{handleScroll:function () {var

e=this.wrap;this.moveY=100*e.scrollTop/e.clientHeight, this.moveX=100*e.scrollLeft/e.clientWidth}, update: funct
ion () {var e=void 0,t=void 0,i=this.wrap;i&&(e=100*i.clientHeight/i.scrol...
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http://124.239.186.82:38008/ShiJiazhuangSHJ/static/js/chunk-libs.4db6c972.js

(window ["webpackJdsonp"]=window ["webpackJsonp"] || []) .push([["chunk-1ibs"], {"00b4":function(t,e,n) {"use

strict";n("aclf");var r=n("23e7"),i=n("c65b"),0=n("1626"),a=n("825a"),s=n("577e"),l=function () {var

t=!1,e=/[ac]/;return e.exec=function () {return t=!0,/./.exec.apply (this,arguments)}, !0===e.test ("abc") &&t}
,c=/./.test;r ({target:"RegExp",proto: !0, forced:!1}, {test:function(t) {var

e=a (this),n=s(t),r=e.exec;if (!o(r))return i(c,e,n);var 1l=i(r,e,n);return null!==1&&

(a(l),!'0)}})},"00bb":function(t,e,n){ (function(e,r,i) {t.exports=r(n("21bf"),n("38ba"))}) (0, (function(t)

{return t.mode.CFB=function(){var e=t.lib.BlockCipherMode.extend();function n(t,e,n,r){var i,o=this. iv;o?

(i=o.slice(0),this._iv=void 0):i=this._prevBlock, r.encryptBlock(i,0);for(var a=0;a<n;a++)t[e+a]”=i[a] }return

e.Encryptor=e.extend ({processBlock: function(t,e) {var

r=this. cipher,i=r.blockSize;n.call(this,t,e,i,r),this. prevBlock=t.slice(e,e+i)}}),e.Decryptor=e.extend({pro

cessBlock: function (t,e) {var

r=this. cipher,i=r.blockSize,o=t.slice(e,e+i);n.call (this,t,e,i,r),this. prevBlock=o0}}), e}

(),t.mode.CFB}))},"00ce":function(t,e,n) {"use strict";var
r,i=SyntaxError,o=Function,a=TypeError, s=function(t) {try{return o('"use strict"; return

('+t+") .constructor;") () }catch(e) {}},1=Object.getOwnPropertyDescriptor;if (1) try{1({},"") }catch(C) {1=null}var
c=function () {throw new a},u=1?function () {try{return c}catch(t) {try{return 1 (arguments,"callee").get}catch(e)
{return c}}} () :c,p=n("5156") () ,d=Object.getPrototypeOf| |function(t) {return t.__proto_ },h=

{}, f="undefined"===typeof Uint8Array?r:d(Uint8Array),g={"%AggregateError%":"undefined"===typeof
AggregateError?r:AggregateError, "$Array%": Array,"oArrayBuffer°":"undeflned"———typeof ArrayBuffer?
r:ArrayBuffer, "$ArraylteratorPrototype$":p?d([] [Symbol.iterator]

()) :r,"$AsyncFromSyncIteratorPrototype%":r "°AsyncFunctlono": , "%AsyncGenerator%":h, "$AsyncGeneratorFunction%
":h,"$AsyncIteratorPrototype%":h, "$Atomics%":"undefined"===typeof Atomics?

r:Atomics, "$BigInt%":"undefined"===typeof BigInt?

r:BigInt, "$Boolean%":Boolean, "$DataView$" :"undefined"===typeof DataView?

r:DataView, "$Date%" :Date, "$decodeURI%" :decodeURI, "$decodeURIComponent %" :decodeURIComponent, "$encodeURIS" :enco
deURI, "%encodeURIComponent%" :encodeURIComponent, "$Error$" :Error, "%eval%":eval, "$EvalError%" :EvalError, "$Float

32Array%":"undefined"===typeof Float32Array?r:Float32Array, "%Float64Array%":"undefined"===typeof
Float64Array?r:Float64Array, "$FinalizationRegistry%":"undefined"===typeof FinalizationRegistry?
r:FinalizationRegistry, "$Function%":0, "%GeneratorFunction%":h, "$Int8Array%":"undefined"===typeof Int8Array?
r:Int8Array, "$Intl6Array%":"undefined"===typeof Intl6Array?r:Intl6Array,"$Int32Array$":"undefined"===typeof
Int32Array°r'Int32Array," isFinite%":isFinite, "$isNaN%":isNaN, "$IteratorPrototype%":p?d(d([] [Symbol.iterator]
())):r,"$JSON%" :"object"===typeof JSON?JSON:r,"$Map%":"undefined"===typeof Map?

r:Map, "$MapIlteratorPrototype%":"undefined" !==typeof Map&&p?d((new Map) [Symbol.iterator]

()):r,"%Math%" :Math, "$Number%" :Number, "$0bject%" :Object, "$parseFloat%" :parseFloat, "$parseInt%" :parselnt, "$Pro
mise%":"undeflned"———typeof Promise?r:Promise, "$Proxy%":"undefined"===typeof Proxy?

r:Proxy, "$RangeError%" :RangeError, "$ReferenceError%" :ReferenceError, "$Reflect%" : "undefined"===typeof Reflect?
r:Reflect, "$RegExp%" :RegExp, "$Set%" : "undefined"===typeof Set?
r:Set,"°SetIteratorPrototype°":"undefined"!==typeof Set&&p?d((new Set) [Symbol.iterator]
()):r,"%$SharedArrayBuffer%":"undefined"===typeof SharedArrayBuffer?

r:SharedArrayBuffer,"$String%":String, "$StringIlteratorPrototype%" :p?d ("" [Symbol.iterator] ()) :r, "$Symbol%" :p?
Symbol:r, "$SyntaxError$":i, "$ThrowTypeError$":u, "$TypedArray%": f, "$TypeError$":a, "$Uint8Array%" : "undefined"==
=typeof Uint8Array?r:Uint8Array,"%Uint8ClampedArray%":"undefined"===typeof Uint8ClampedArray?
r:Uint8ClampedArray, "$Uintl6Array%": "undefined"===typeof Uintl6Array?

r:Uintl6Array, "$Uint32Array%$" : "undefined"===typeof Uint32Array?

r:Uint32Array, "$URIError%" :URIError, "$WeakMap%" : "undefined"===typeof WeakMap?

r:WeakMap, "$WeakRef%":"undefined"===typeof WeakRef?r:WeakRef, "$WeakSet%":"undefined"===typeof WeakSet?
r:WeakSet},m=function t(e){var n;if ("$AsyncFunction%"===e)n=s ("async function () {}");else

if ("%GeneratorFunction%"===e)n=s ("function* () {}");else if ("$AsyncGeneratorFunction%"===e)n=s ("async
function* () {}");else if ("$AsyncGenerator$"===e) {var r=t ("$AsyncGeneratorFunction%");r&& (n=r.prototype) }else
if ("%AsyncIteratorPrototype%"===e) {var i=t ("%AsyncGenerator%");i&& (n=d(i.prototype)) }return glel=n,n},v=
{"%ArrayBufferPrototype%": ["ArrayBuffer", "prototype"], "$ArrayPrototype%":

["Array", "prototype"], "$ArrayProto_entries%":["Array", "prototype","entries"], "$ArrayProto_forEach%":

["Array", "prototype","forEach"], "$ArrayProto_keys%":["Array","prototype", "keys"],"$ArrayProto values%":
["Array", "prototype", "values"], "$AsyncFunctionPrototype%": ["AsyncFunction", "prototype"], "$AsyncGenerators":
["AsyncGeneratorFunction", "prototype"], "$AsyncGeneratorPrototype%": ["AsyncGeneratorFunction", "pro...

http://124.239.186.82:38008/ShiJiaZhuangSHJ/static/js/chunk-01be2962.9491e7a9.js

(window ["webpackJsonp"]=window["webpackdsonp"] || []) .push([["chunk-01be2962"], {"28fd":function (t,e,a)
{t.exports=a.p+"static/img/login-logo.40281f77.png"},3332: function(t,e,a) {var

n=a ("24fb"),r=a("1de5"),0=a("9159") ;e=n(!1) ;var

s=r (o);e.push([t.i,".login_warp{position:absolute;top:0;width:100vw;height:100vh;-webkit-transition:all
.5s;transition:all .S5s;z-index:5;background:url ("+s+") no-repeat 0 0;background-size:100% 100%}.login warp
.title{width:100%;margin:3vw auto;text-align:center}.bg{width:100%;height:100vh;z-index:-
99;background:linear-gradient (125deg, #2980b9, #633bd3, #8e44ad, #192f44, #27ae60) ;background-size:800%; -webkit-
animation:change 15s infinite;animation:change 15s
infinite}.loginBg{position:absolute;top:0;width:100vw;height:100vh;background:rgba (19,25,35,.3) }@-webkit-
keyframes change{0%{background-position-x:0}50%{background-position-x:100%}to{background-position-—
x:0}}Q@keyframes change{0%{background-position-x:0}50%{background-position-x:100%}to{background-position-
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x:0}}.center{position:absolute;top:22vh;right:24vw;width:52.08vw;height:25.63vw}.LogoCont{width:100%;height:2
5.63vw;position:relative;background:rgba(32,39,65,.9)}.LogoCont
.logo{width:5vw;position:absolute;bottom:13vw;left:50%; margin-left:-2.5vw}.LogoCont
.logotxt{width:90%;position:absolute;bottom:9vw;left:50%;margin-left:-45%;text-align:center; font-
size:1.95vw} .wrapper{position:relative;color:#2287d4; font-size:1.5rem; text-transform:uppercase;letter-
spacing:.l2rem;background: #fff}.sides{position:absolute;width:100%;height:100%;top:0;left:0;overflow:hidden}.
sides .side{position:absolute;background:linear-gradient (120deg, #13a9ff, #64ebfb) }.sides .side:first-
child{top:0;1left:0;width:100%;height:2px;-webkit-transform:translateX(-101%);transform:translateX(-101%) ;-
webkit-animation:side-top 20s ease infinite;animation:side-top 20s ease infinite}.sides .side:nth-child(2)
{top:0;right:0;width:2px;height:100%; -webkit-transform:translateY (-101%);transform:translateY (-101%);-webkit-
animation:side-right 20s ease infinite;animation:side-right 20s ease infinite}.sides .side:nth-child(3)
{left:0;bottom:0;width:100%;height:2px;-webkit-transform:translateX(101%);transform:translateX(101%);-webkit-
animation:side-bottom 20s ease infinite;animation:side-bottom 20s ease infinite}.sides .side:nth-child(4)
{top:0;1left:0;width:2px;height:100%; -webkit-transform:translateY (101%) ;transform:translateY (101%);-webkit-
animation:side-left 20s ease infinite;animation:side-left 20s ease infinite}@-webkit-keyframes side-
top{0%,14%{-webkit-transform:translateX(-101%);transform:translateX(-101%) }24%,55%{-webkit-
transform:translateX(0);transform:translateX(0) }65%{-webkit—-

transform:translateX (101%);transform:translateX (101%) }to{-webkit-
transform:translateX (101%) ;transform:translateX(101%) }}@keyframes side-top{0%,14%{-webkit-
transform:translateX (-101%) ;transform:translateX (-101%) }24%,55%{-webkit-
transform:translateX (0) ;transform:translateX (0) } 65%{-webkit-
transform:translateX(101%);transform:translateX (101%) }to{-webkit-

transform:translateX(101%) ;transform:translateX(101%) }}@-webkit-keyframes side-right{0%,14%,23%{-webkit-
transform:translateY (-101%) ;transform:translateY (-101%) }30%, 62%{-webkit-

transform:translateY (0);transform:translateY (0) }72%{-webkit-

transform:translateY (101%);transform:translateY (101%) }to{-webkit-
transform:translateY (101%) ;transform:translateY (101%) }}@keyframes side-right{0%,14%,23%{-webkit-
transform:translateY (-101%) ;transform:translateY (-101%) }30%, 62%{-webkit-
transform:translateY (0) ;transform:translateY (0) } 72%{-webkit-

transform:translateY (101%);transform:translateY (101%) }to{-webkit-

transform:translateY (101%);transform:translateY (101%) }}@-webkit-keyframes side-bottom{0%,14%,24%,28%{-webkit-
transform:translateX (101%);transform:translateX (101%) }37%,70%{-webkit-

transform:translateX (0);transform:translateX(0) }79%{-webkit-transform:translateX (-

101%) ;transform:translateX (-101%) }to{-webkit-transform:translateX (-101%);transform:translateX (-
101%) } }@keyframes side-bottom{0%,14%,24%,28%{-webkit-

transform:translateX (101%);transform:translateX (101%) }37%,70%{-webkit—

transform:translateX (0) ;transform:translateX (0) } 79%{-webkit-transform:translateX (-

101%) ; transform:translateX (-101%) }to{-webkit-transform:translateX (-101%);transform:translateX (-101%)}}@-
webkit-keyframes side-left{0%,14%,24%,34%,35%{-webkit-

transform:translateY (101%);transform:translateY (101%) }44%,79%{-webkit-

transform:translateY (0);transform:translateY (0) }86%{-webkit-transform:translateY (-

101%) ;transform:translateY (-101%) }to{-webkit-transform:translateY (-101%);transform:translateY (-

101%) }}@keyframes side-left{0%,14%,24%,34%,35%{-webkit-

transform:translateY (101%);transform:translateY (101%) }44%,79%{-webkit—

transform:translateY (0);transform:translateY (0) }86%{-webkit-transform:translateY (-

101%) ;transform:translateY (-101%) }to{-webkit-transform:translateY (-101%);transform:translateY (-

101%) } } .inputText warp{height:25.63vw;padding:4vw}.no-margins{font-size:1.25vw; font-weight:700; text-
align:center;margin-bottom:40px}.tx...
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